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Abstract
Background This review examines global human genetic resources management, focusing on genetic data policies 
and repositories in high- and middle-low-income countries.

Methods A comprehensive search strategy was employed across multiple databases, including official government 
websites and Google, to gather relevant literature on human genetic resources management policies and genetic 
resource databases. Documents were screened for relevance, focusing on high-income countries (United States, 
United Kingdom, Japan) and middle-low-income countries (China, India, Kenya). Data were extracted, coded, and 
analyzed to identify common themes and differences in genetic resource management practices.

Results High-income countries benefit from robust legal frameworks and advanced technological infrastructures. 
The United States enforces the Health Insurance Portability and Accountability Act and the Genetic Information 
Nondiscrimination Act to protect privacy and facilitate data sharing, while Japan relies on the Act on the Protection of 
Personal Information and ethical guidelines. Additionally, high-income countries host a variety of genetic databases 
and biobanks that support scientific research. In contrast, middle-low-income countries like China, India, and Kenya 
are still developing their frameworks. China has regulations such as the Biosecurity Law and the Regulations on the 
Management of Human Genetic Resources, but still requires more unified standards. India’s policies focus on genetic 
research and data protection through the Biological Diversity Act, while Kenya seeks to improve data management 
through the 2019 Data Protection Act.

Conclusion Significant disparities exist in human genetic resources management between high-income and 
middle-low-income countries. High-income countries have robust systems balancing privacy protection with 
research facilitation, supported by comprehensive and large-scale databases for scientific research. Middle-low-
income countries need to enhance legal frameworks and build population-specific databases. Promoting equitable 
data sharing and adopting best practices from high-income countries are essential for advancing global scientific 
discovery and ensuring fair management of genetic resources.
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Introduction
In the era of genomic medicine, human genetic resources 
(HGRs) have become critically impactful in scien-
tific research and medical advancements [1]. The rapid 
increase in genetic data, driven by advancements in 
sequencing technologies and bioinformatics, has under-
scored the necessity for robust management of HGRs [2], 
covering aspects such as individual privacy protection, 
data security assurance, and the promotion of the ratio-
nal utilization of genetic material.

The management of HGRs encompasses critical aspects 
like data security, privacy protection, database manage-
ment, and data sharing. Different countries have estab-
lished varying policies and regulations to address these 
concerns. For instance, the United States has established 
robust frameworks for data security, privacy protection, 
and data sharing [3]. These include the Health Insurance 
Portability and Accountability Act (HIPAA) [4], which 
protects personal health information, the Genetic Infor-
mation Nondiscrimination Act (GINA) [5], which pre-
vents discrimination based on genetic information, and 
the Genomic Data Sharing Policy [6], which encourages 
researchers to share data obtained from NIH-funded 
projects. In contrast, Japan adopts a more cautious and 
detailed approach to HGRs management. The Act on 
the Protection of Personal Information (APPI) [7, 8] in 
Japan ensures strict controls over personal data while still 
supporting research initiatives. This reflects a balance 
between facilitating research and maintaining stringent 
ethical and privacy standards, showing a nuanced com-
mitment to data quality and safety.

Understanding the global landscape of HGRs manage-
ment is vital for fostering international collaboration, 
ensuring compliance with diverse legal frameworks, and 
promoting equitable and responsible use of genetic data. 
Additionally, establishing comprehensive databases and 
sharing policies is essential for advancing research and 
maximizing the benefits of genetic data [9, 10]. 

The objective of this scoping review is to summarize 
and compare the human genetic resources management 
policies and databases across selected high-income and 
middle-low-income countries. The review aims to iden-
tify existing policies, evaluate their implementation, and 
analyze the available genetic resource databases to high-
light commonalities, differences, and best practices.

Methods
This review aimed to understand the nature of exist-
ing human genetic resources management policies and 
databases in the United States, United Kingdom, Japan, 
India, China, and Kenya. These countries were selected 

for their diversity in socio-economic status (high-income 
vs. middle-low-income nations) and regulatory envi-
ronments, as they represent both well-established and 
emerging frameworks for genetic data management 
[11–15]. High-income countries such as the United 
States, United Kingdom, and Japan have long-established 
policies and sophisticated infrastructure for managing 
genetic resources, while middle-low-income countries 
like China, India, and Kenya offer important insights 
into rapidly evolving legal frameworks and data sharing 
practices in developing contexts. By comparing these two 
groups, we aim to provide a comprehensive view of both 
established and emerging practices in genetic resources 
management.

We conducted our assessment by way of document 
collection, review, and synthesis, using a scoping review 
methodology. Scoping reviews are useful for assessing a 
research or policy area and identifying gaps. The scoping 
review method we utilized was proposed by Arksey and 
O’Malley (2005) [16]. 

Data sources and search strategy
For human genetic resources management policies, data 
were primarily sourced from grey literature, includ-
ing official government websites, reports from research 
institutions, and other non-peer-reviewed sources, 
supplemented by searches on Google. We conducted a 
Google search for the following search strings: (genetic 
OR genomic OR “genetic data” OR “genomic data” OR 
genome) AND (guideline OR guidance OR policy OR law 
OR regulation OR framework OR legislation OR act OR 
privacy OR ethics OR compliance OR standard OR rec-
ommendation OR code OR “soft law” OR bill OR statute) 
AND [country name]. For genetic resource databases, a 
similar search strategy was employed, utilizing Google 
to locate comprehensive and authoritative sources. The 
search strings were tailored to each country and focused 
on identifying key genetic databases and repositories. 
The specific search strings used were: (biobank OR bio-
repository OR bioethics OR “data sharing” OR “data pro-
tection” OR “informed consent” OR “ethical oversight” 
OR repository) AND (guideline OR guidance OR policy 
OR law OR regulation OR framework OR legislation OR 
act OR privacy OR ethics OR compliance OR standard 
OR recommendation OR code OR “soft law” OR bill OR 
statute) AND ([country name]).

Eligibility
Documents were eligible for inclusion if they pro-
vided guidance, policy, law, or databases focused 
on the management of genetic resources and data 
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sharing. Documents or databases not specifically related 
to genetic information were excluded. No date restric-
tions were applied to the search.

Grey literature screening
Five hundred and two documents were initially identified 
as potentially eligible. After removing duplicates, 89 were 
excluded, leaving 413 for further screening. These docu-
ments, which appeared relevant based on their titles, 
were reviewed to determine whether they met the eligi-
bility criteria. The initial screening involved identifying 
key words to ascertain whether the documents discussed 
genetics or genomics research in high-income coun-
tries or middle-low-income countries. Subsequently, the 

documents were further screened to determine if they 
focused on genetic/genomic resources. This process led 
to the exclusion of 287 additional documents, leaving 126 
for a full review. Upon careful reading, 68 documents 
were excluded for not meeting the criteria, resulting in 
58 documents that were selected for data extraction and 
analysis (Fig. 1).

Data abstract, coding, and analysis
For the data abstraction, coding, and analysis phases, a 
systematic approach was employed to ensure a thorough 
examination and synthesis of the identified documents. 
The process began with the extraction of key information 
from each eligible document, focusing on aspects related 

Fig. 1 PRISMA flow diagram for document selection
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to genetic resources management and data sharing poli-
cies, as well as genetic databases. The extracted data 
included the country of origin, the name of the policy or 
database, and a detailed description of each.

Coding involved categorizing the documents based on 
their relevance to high-income countries and middle-
low-income countries. Each document was assigned 
specific codes to indicate whether it pertained to policy 
or database management. Further sub-coding was con-
ducted to highlight specific themes such as data protec-
tion, privacy, ethical considerations, and the scope of 
genetic data management.

Analysis was performed by comparing and contrasting 
the policies and databases across the two groups of coun-
tries. This comparative analysis aimed to identify com-
monalities and differences in the approaches to genetic 
resources management and data sharing between high-
income and middle-low-income countries. The results 
were organized into two main sections: policies and 
databases.

In the results section, the findings are presented in 
two parts. The first part discusses the policies related 
to genetic resources management, divided into high-
income and middle-low-income countries, and provides 
a detailed analysis of each policy. The second part focuses 
on the genetic databases, again divided into high-income 
and middle-low-income countries, with a thorough 
examination of each identified database. Tables were cre-
ated to summarize the key information, including the 
country, policy or database name, and a brief description. 
These tables facilitate easy reference and provide a clear 
overview of the comparative insights from the study.

All documents that met the inclusion criteria were 
imported into Microsoft Excel and coded using a defined 
coding framework by one member of the research team 
(QC). The coding was then reviewed by two other mem-
bers (HWL, YL) to ensure appropriate and consistent 
application of codes. Any coding discrepancies were dis-
cussed and resolved through consensus among the three 
members of the coding team. Frequencies, percentages, 
and data visualizations were generated using Microsoft 
Excel.

Results
Our findings are organized into two main sections: poli-
cies related to human genetic resources and genetic 
resource databases. We have included detailed analy-
ses of countries with well-established regulatory frame-
works, including three high-income countries and three 
middle-low-income countries. All policies and databases 
are comprehensively documented in Tables 1 and 2, pro-
viding easy reference and a thorough understanding of 
the comparative insights from our study.

Policies related to human genetic resource
High-income countries: United States, United Kingdom, and 
Japan
United States The management of human genetic 
resources in the United States is guided by several key 
legislative acts. The Federal Policy for the Protection of 
Human Subjects (The Common Rule) [17] was first estab-
lished in 1991 and has since been adopted by 17 federal 
agencies. The Common Rule is an essential regulation that 
ensures ethical governance of human genetic resources 
and provides a legal foundation for data privacy and 
research integrity in the U.S. It sets clear ethical standards 
for informed consent, privacy protection, and research 
oversight, ensuring that genetic data is used responsibly 
and ethically for scientific progress. The Health Insur-
ance Portability and Accountability Act (HIPAA) [18] of 
1996 sets forth specific provisions for the protection of 
individual privacy and establishes standards for the use 
and public disclosure of de-identified health information 
[4]. This act ensures that personal health information, 
including genetic data, is handled with strict confidential-
ity, protecting individuals from unauthorized disclosure 
and misuse. Following HIPAA, the Genetic Information 
Nondiscrimination Act (GINA) [19] of 2008 was enacted 
to prevent discrimination based on genetic information 
in health insurance and employment [5]. GINA prohibits 
insurers and employers from requesting or using genetic 
information to make decisions about eligibility, coverage, 
underwriting, or employment, thus safeguarding indi-
viduals against genetic discrimination. More recently, 
the American Data Privacy and Protection Act (ADPPA) 
introduced in 2022 emphasizes balancing personal pri-
vacy protection with the utility of data [20]. The ADPPA 
aims to enhance individuals’ control over their data while 
allowing the beneficial use of data for innovation and 
public interest, building on the protections established by 
HIPAA and GINA to ensure comprehensive privacy safe-
guards in the evolving digital landscape.

In addition to these management policies, specific 
regulations govern the sharing and protection of genetic 
data. The Genomic Data Sharing Policy [6], implemented 
by the National Institutes of Health (NIH), mandates that 
all NIH-funded research involving large-scale human 
or non-human genomic data generate comprehensive 
data sharing plans. This policy aims to maximize the 
utility of genomic data by promoting widespread data 
sharing while also protecting the privacy and confiden-
tiality of research participants. Complementing this, 
Certificates of Confidentiality issued by the NIH protect 
sensitive information from forced disclosure in legal pro-
ceedings [21]. Researchers can use these certificates to 
refuse to disclose identifying information about research 
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Country Policy Name Issuing 
Authority

Year Key Provisions

USA Health Insurance Por-
tability and Account-
ability Act (HIPAA)

U.S. Congress 1996 Establishes national standards to protect individuals’ medical records and 
personal health information (PHI), including genetic data. Requires healthcare 
providers, health plans, and healthcare clearinghouses to implement adminis-
trative, physical, and technical safeguards for PHI.

USA Genetic Information 
Nondiscrimination 
Act (GINA)

U.S. Congress 2008 Prohibits genetic discrimination in health insurance and employment. Prevents 
health insurers from using genetic information to determine eligibility, cover-
age, or premium rates. Bars employers from requesting, requiring, or using 
genetic information for hiring, firing, job placement, or promotions.

USA American Data Pri-
vacy and Protection 
Act (ADPPA)

U.S. Congress 
(Proposed)

Pending Establishes a unified national framework for personal data protection, includ-
ing sensitive information such as genetic data. Introduces comprehensive re-
quirements for data security, transparency, and individual rights over their data.

USA NIH Genomic Data 
Sharing Policy

National Insti-
tutes of Health 
(NIH)

2014 Requires NIH-funded researchers to comply with genomic data sharing (GDS) 
standards to promote broad data access for biomedical research. Mandates the 
submission of large-scale human genomic data to controlled-access reposito-
ries such as the NIH database of Genotypes and Phenotypes (dbGaP). Ensures 
that researchers obtain explicit consent from participants for data sharing and 
follow data access policies to balance privacy and open science.

USA Federal Policy for the 
Protection of Human 
Subjects (“Common 
Rule”)

U.S. Department 
of Health and 
Human Services 
(HHS)

2017 Establishes ethical principles and regulatory requirements for human subject 
research, including genomic and biomedical studies. Mandates informed 
consent from participants, specifying how their genetic data will be used and 
whether it will be shared.

USA Certificates of 
Confidentiality

National Insti-
tutes of Health 
(NIH)

2017 Grants legal protections to researchers and participants in genetic and bio-
medical research, preventing compelled disclosure of identifiable data. Shields 
research data from being subpoenaed by law enforcement, courts, or other 
government entities.

UK Human Tissue Act 
2004 (HTA 2004)

Human Tissue 
Authority (HTA)

2004 Regulates the storage and use of human tissues, including DNA and genetic 
material. Requires licensing for the collection, storage, and use of human 
biological samples. Ensures informed consent for the use of human genetic 
materials in research.

UK UK Biobank Ethics 
and Governance 
Framework

UK Biobank 2006 Provides a governance model for UK Biobank genetic research, ensuring long-
term data security, participant consent, and controlled data access.

UK Research Governance 
Framework for Health 
and Social Care

UK Department 
of Health and 
Social Care

2017 Establishes governance principles for health and social care research, including 
genetic research. Ensures research integrity, ethical compliance, and patient/
participant safety in NHS-funded research.

UK Data Protection Act 
2018 (DPA 2018)

UK Parliament 2018 Implements UK GDPR and provides additional data protection measures for 
specific contexts, including scientific research. Regulates personal data pro-
cessing and outlines individual rights regarding genetic and health data.

UK UK General Data 
Protection Regulation 
(UK GDPR)

UK Government 2021 Establishes rules on the collection, processing, and storage of personal data, 
including genetic data, to ensure privacy and security. Defines genetic data 
as “special category data,” requiring additional safeguards for its processing. 
Retains key principles of the EU GDPR but with UK-specific modifications.

UK Medical Research 
Council (MRC) data 
sharing policy

Medical Re-
search Council 
(MRC)

Ongoing 
(latest ver-
sion active)

Requires MRC-funded researchers to make data available for reuse, ensuring 
transparency, reproducibility, and maximizing public benefit from research 
investments.

Japan Act on the Protection 
of Personal Informa-
tion (APPI)

Japanese 
Government

2003 (Re-
vised 2017, 
2020)

Protects personal data, including genetic information, establishing legal frame-
works for data collection, storage, and sharing. The 2020 revision strength-
ens cross-border data transfer regulations, requiring data exports to meet 
adequacy standards.

Japan Ethical Guidelines 
for Human Genome 
and Gene Analysis 
Research

MEXT, MHLW, 
METI

2001 (Re-
vised 2017, 
2021)

Establishes ethical requirements for genomic research, ensuring privacy 
protection, informed consent, and data security. Requires research institutions 
to obtain Ethics Review Committee (ERC) approval before conducting human 
genetic studies.

Japan Ethical Guidelines for 
Medical and Health 
Research Involving 
Human Subjects

MEXT, MHLW, 
METI

2014 
(Revised 
2017)

Governs precision medicine and personalized healthcare research, mandat-
ing ERC approval, informed consent, and data security compliance for human 
genetic research.

Table 1 Policies for human genetic resources management in High-Income and Middle-Low-Income countries
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participants, ensuring an additional layer of privacy pro-
tection for genetic data.

The U.S. privacy regulations create a dynamic balance 
between protecting individual privacy and enabling the 
use of genetic data for research through a multi-layered 
and complementary legal framework. HIPAA and GINA 
address data security and anti-discrimination concerns, 

respectively. HIPAA enforces technical safeguards, such 
as de-identification and access controls, ensuring com-
pliance with the minimum necessary principle for shar-
ing genetic data. It also allows de-identified data to be 
used for research, provided there is Institutional Review 
Board (IRB) approval [22]. This minimizes disclosure 
risks and provides a compliant pathway for research. 

Country Policy Name Issuing 
Authority

Year Key Provisions

China Biosecurity Law of the 
People’s Republic of 
China

National People’s 
Congress (NPC)

2020 Establishes national security measures for biosafety, including regulation of 
biotechnology research, prevention of biological threats, and management of 
genetic resources.

China Data Security Law National People’s 
Congress (NPC)

2021 Defines how data, including genomic and health data, should be collected, 
stored, processed, and transferred, ensuring national security and individual 
privacy.

China Personal Information 
Protection Law

National People’s 
Congress (NPC)

2021 Regulates the collection, processing, and storage of personal data, ensuring 
individual privacy and preventing data misuse.

China Regulations on Man-
agement of Human 
Genetic Resources

Ministry of Sci-
ence and Tech-
nology (MOST), 
State Council

2019 Governs the collection, preservation, utilization, and sharing of human genetic 
resources, ensuring ethical compliance and national security.

China Implementation Rules 
for the Regulations 
on the Management 
of Human Genetic 
Resources

Ministry of 
Science and 
Technology 
(MOST)

2023 Provides detailed procedures for applying for approval to use human genetic 
resources, ensuring ethical and legal compliance in research and commercial 
applications.

India Biological Diversity 
Act, 2002

National Biodi-
versity Authority 
(NBA), Govern-
ment of India

2002 Regulates access to biological resources and associated traditional knowledge; 
aligns with the Nagoya Protocol to ensure fair benefit-sharing.

India Biological Data Stor-
age, Access and Shar-
ing Policy of India

Department of 
Biotechnology 
(DBT), Indian 
Biological Data 
Centre (IBDC)

Latest ver-
sion 2023

Provides guidelines for the ethical collection, storage, and sharing of biological 
and genomic data; ensures compliance with privacy laws.

India Centre for Cellular and 
Molecular Biology 
(CCMB)

Council of 
Scientific and In-
dustrial Research 
(CSIR), India

Ongoing Establishes ethical and governance guidelines for cellular and molecular biol-
ogy research; promotes genomic studies and personalized medicine.

India Digital Personal Data 
Protection (DPDP) Act

Government of 
India

2023 Establishes a legal framework for the protection of digital personal data, includ-
ing genetic data. Sets provisions for informed consent, data processing, data 
subject rights, cross-border data transfers, and data fiduciary responsibilities.

Kenya Data Protection Act 
2019

Government of 
Kenya

2019 Establishes regulations for the collection, processing, and storage of personal 
data; includes special provisions for sensitive personal data such as genetic 
information.

Kenya National Biodiversity 
Action Plan (NBAP)

Ministry of En-
vironment and 
Forestry, Kenya

2019 (latest 
version)

Provides strategies for protecting biodiversity, including genetic resources; 
aligns with the Nagoya Protocol to ensure fair access and benefit-sharing of 
genetic materials.

Kenya Data Protection 
(General) Regulations 
2021

Office of the 
Data Protection 
Commissioner, 
Kenya

2021 Specifies how personal and sensitive data, including health and genetic data, 
should be handled, ensuring data subjects’ rights to access, correction, and 
deletion.

Kenya KEMRI-Wellcome Trust 
Research Programme 
(KWTRP)

Kenya Medi-
cal Research 
Institute (KEMRI), 
Wellcome Trust, 
University of 
Oxford

Ongoing Establishes ethical guidelines for conducting genomic and biomedical re-
search; ensures compliance with local and international regulations.

Table 1 (continued) 
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Database 
Name

Country Governing Policies Access Policy Eligible Users Data Type

dbGaP USA NIH Genomic Data Sharing 
Policy (GDS), Common Rule, 
HIPAA

Controlled access, 
requires IRB and 
NIH approval

NIH-funded inves-
tigators, academic 
researchers

Genomic sequences, phenotype, EHR-
linked data

All of Us USA NIH GDS, HIPAA, Common Rule Controlled access, 
requires researcher 
registration and 
training

Qualified academic, 
non-profit, and 
industry researchers

Whole genome sequencing (WGS), EHR, 
participant-reported data

TOPMed USA NIH GDS, HIPAA, Common Rule Controlled access 
via dbGaP

NIH-approved 
investigators

Multi-omics data (WGS, metabolomics, 
proteomics for cardiovascular, lung, 
blood disorders)

GTEx USA NIH GDS, HIPAA, Common Rule Open-access and 
controlled-access 
tiers

Approved 
researchers

Tissue-specific genomic, transcriptomic, 
and epigenomic data

GEO USA NIH policies on open-access 
genomic data

Public access Public Gene expression, RNA-seq, transcrip-
tomic datasets

GeneBank USA Open-access under NIH and 
NCBI policies

Public access Public Nucleotide sequences, annotated 
genetic information

dbVar USA NIH and NCBI policies on struc-
tural variation

Public access Public Genomic structural variation data

dbSNP USA NIH and NCBI policies Public access Public SNP and short genetic variation data
Gene Expres-
sion Omnibus 
Datasets

USA NIH and NCBI policies Public access Public Genomic datasets for expression studies

RefSeq USA NIH and NCBI policies Public access Public Curated reference sequences for ge-
nomes, genes, and proteins

SRA USA NIH GDS, HIPAA, Common Rule Controlled and 
open access tiers

Public (open data), 
approved research-
ers (controlled data)

Raw sequencing data from NGS studies

TCGA USA NIH Genomic Data Sharing 
Policy (GDS), Common Rule, 
HIPAA

Open-access (sum-
mary data) and 
controlled-access 
(raw genomic and 
clinical data) tiers

Public (for summary 
data), NIH-approved 
researchers (for 
controlled data)

Multi-omics cancer genomic data, 
including WGS, transcriptomics, epig-
enomics, proteomics, clinical metadata

1000 
Genomes 
Project

USA Governed by IGSR policies, NIH, 
EBI

Public access Public Whole genome sequencing from global 
populations

EMBL-EBI UK/Europe Governed by EMBL policies, UK 
GDPR, EU GDPR

Public access Public Genomic, proteomic, and bioinformatics 
datasets

UK Biobank UK UK GDPR, Data Protection Act 
2018, UK Biobank Ethics & Gover-
nance Framework

Controlled access, 
requires project 
approval and ethics 
review

Academic research-
ers, government 
agencies, indus-
try (under strict 
conditions)

Genomic, phenotypic, lifestyle, health 
record data

100,000 
Genomes 
Project

UK UK GDPR, Data Protection Act 
2018, NHS England Regulations

Controlled access, 
requires NHS 
approval

NHS-affiliated 
researchers, gov-
ernment-approved 
researchers

Whole genome sequencing (WGS) data 
from rare disease & cancer patients

DDBJ Japan Governed by MEXT policies, 
APPI, and NBDC regulations

Public access Public Genomic sequences, DNA barcoding, 
transcriptomics

KEGG Japan Governed by Kyoto University, 
APPI

Public access with 
some subscription-
based tools

Public Biological pathways, gene and protein 
functional annotations, metabolic 
networks

HGVD Japan Governed by Japanese Society 
of Human Genetics, APPI, MEXT 
policies

Public access Public Genetic variation data, SNP frequencies 
in the Japanese population

Table 2 Genetic resource databases in High-Income and Middle-Low-Income countries
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Database 
Name

Country Governing Policies Access Policy Eligible Users Data Type

Biobank 
Japan

Japan Governed by MEXT, AMED, and 
Japanese data privacy laws 
(APPI, Ethical Guidelines for 
Human Genome/Gene Analysis 
Research)

Public access for 
GWAS summary 
statistics; Con-
trolled access for 
genomic, clinical, 
and phenotype 
data (requires eth-
ics approval)

Public (GWAS 
summary data); 
Academic research-
ers, approved 
government and 
industry partners 
(for controlled data)

GWAS summary statistics (public); Full 
genomic, phenotypic, clinical, and 
lifestyle data (restricted)

GSA-Human China Governed by Chinese Academy 
of Sciences (CAS), Ministry of 
Science and Technology (MOST), 
Chinese data privacy laws

Controlled access, 
requires approval 
from CAS

Approved academic 
and government 
researchers

Whole genome sequencing (WGS), tran-
scriptomic, and human genomic data

China 
Kadoorie 
Biobank

China Governed by China National 
Health Commission, Oxford 
University, MOST

Controlled access, 
requires ethics 
and institutional 
approval

Approved academic 
researchers

Genotypic, epidemiological, and health 
data of 512,000 Chinese participants

ChinaMAP China Governed by National Metabolic 
Disease Clinical Research Center

Controlled access, 
requires institu-
tional approval

Approved aca-
demic researchers 
and healthcare 
institutions

Metabolic disease biobank with 3 million 
samples, genomic and biochemical data 
for precision medicine research

PGG.Han China Governed by the PGG 
Consortium

Public access Public Genomic data of 137,012 Han Chinese 
individuals, including whole-genome 
sequencing (WGS), SNP variation, and 
population genetics data

WBBC China Governed by Westlake Univer-
sity, Chinese data protection 
regulations

Controlled access, 
requires institu-
tional approval

Approved research-
ers from academic 
institutions

Biobank of Chinese population samples, 
including genomic and health data

HuaBiao 
project

China Governed by Chinese Academy 
of Sciences (CAS), Chinese Minis-
try of Science and Technology

Controlled access, 
requires ethics 
approval

Approved academic 
researchers

Genomic data of Chinese ethnic groups 
for anthropological and medical research

Indian Ge-
netic Disease 
Database

India Governed by Indian Institute 
of Chemical Biology (IICB) 
guidelines

Public access Public Common genetic diseases afflicting the 
Indian populations, covering 52 diseases 
with information on 5760 individuals car-
rying the mutant alleles of causal genes.

IndiGenomes India Governed by CSIR-Institute of 
Genomics and Integrative Biol-
ogy (IGIB)

Public access Public Mutation data for 52 genetic diseases 
affecting Indian populations, covering 
5760 individuals; includes locus het-
erogeneity, mutation types, clinical and 
biochemical data, geographical distribu-
tion, and common mutations

Indian Cancer 
Genome 
Atlas

India Governed by ICGA Foundation, 
PRIDE guidelines, Indian data 
privacy laws

Open access for 
summary data; 
Controlled access 
for detailed multi-
omics data

Public (for summary 
data), approved 
researchers and cli-
nicians (for detailed 
data)

Multi-omics cancer genomic data, 
including DNA, RNA, and protein 
profiles, integrated with 50 breast cancer 
patients.

GenomeIndia 
Project

India Funded by the Department of 
Biotechnology (DBT), Ministry 
of Science and Technology, 
Governed by BIOTECH-PRIDE 
guidelines, Indian Biological 
Data Centre (IBDC) policies

Controlled access Approved academic 
researchers, gov-
ernment-approved 
projects

Whole-genome sequencing (WGS) data 
for 10,000 individuals, archived at IBDC; 
20,000 samples collected from 83 diverse 
populations across India, forming a 
biobank for future research

dbGaP: Database of Genotypes and Phenotypes, TOPMed: Trans-Omics for Precision Medicine, GTEx: Genotype-Tissue Expression Project, GEO: Gene Expression 
Omnibus, dbVar: Database of Genomic Structural Variation, dbSNP: Single Nucleotide Polymorphism Database, RefSeq: NCBI Reference Sequence Database, SRA: 
Sequence Read Archive, TCGA: The Cancer Genome Atlas Program, DDBJ: DNA Database of Japan, KEGG: Kyoto Encyclopedia of Genes and Genomes, HGVD: Human 
Genetic Variation Database, GSA-Human: The Genome Sequence Archive for Human, ChinaMAP: China Metabolic Analytics Project, PGG.Han: Han Chinese Genomes 
Database, WBBC: Westlake BioBank for Chinese

Table 2 (continued) 
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GINA prevents genetic discrimination in insurance and 
employment, reducing public concerns over misuse of 
genetic information and indirectly encouraging partici-
pation in genetic studies, thereby expanding the diversity 
and scale of data sources [23]. The NIH Genomic Data 
Sharing Policy and the Common Rule form a dual-track 
system, balancing ethical considerations and techno-
logical safeguards. The former mandates controlled data 
submission to databases (e.g., dbGaP [24]) with tiered 
access, while the latter requires informed consent and 
dynamic consent updates for secondary data use. Certifi-
cates of Confidentiality and the proposed ADPPA further 
enhance this framework by providing legal protections 
against compelled disclosure and, if passed, standard-
izing privacy laws across states, easing cross-state data 
flow. These policies work together to build trust, ensure 
data quality, and streamline data-sharing practices.

United Kingdom The UK’s policy framework for human 
genetic resource management, privacy protection, and 
data sharing is comprehensive, with multiple regulations 
working in tandem to ensure ethical governance and data 
security in genomic research. The Human Tissue Act 2004 
(HTA 2004) [25] forms the foundation by regulating the 
use, storage, and disposal of human tissues and genetic 
material. It mandates explicit informed consent from 
donors for any use of genetic resources, ensuring that 
participant rights and privacy are safeguarded throughout 
the research process. Building on the HTA, the UK Bio-
bank Ethics and Governance Framework [26] establishes 
guidelines for the management of genetic data collected 
by the UK Biobank. This framework promotes transpar-
ency, informed consent, and data privacy, while encour-
aging responsible data sharing for scientific progress. It 
strengthens the ethical governance of genetic resources, 
ensuring that the use of genetic data aligns with the pub-
lic interest and research integrity. Further ensuring ethi-
cal standards, the Research Governance Framework for 
Health and Social Care [27] provides overarching princi-
ples for research involving human participants in the UK. 
This framework ensures that all studies, including those 
involving genetic data, adhere to ethical oversight and 
quality standards throughout the data generation process, 
safeguarding participants’ welfare.

The Data Protection Act 2018 (DPA 2018) [28], which 
incorporates the General Data Protection Regulation 
(GDPR) [29] into UK law, provides robust protections 
for personal data, including genetic information. It man-
dates that explicit consent must be obtained for the col-
lection and processing of genetic data, while granting 
individuals the right to access, correct, and control their 
data. The Act also requires data controllers to implement 
strict security measures to protect sensitive genetic data 
from unauthorized access or breaches. In parallel, the 

UK GDPR [30] enforces stringent rules for the collection, 
processing, and storage of personal data. It ensures that 
individuals’ privacy is maintained while enabling data 
sharing for scientific research. The GDPR guarantees 
that genetic data can be shared under ethical guidelines, 
ensuring privacy protections and encouraging global col-
laboration. Finally, the Medical Research Council (MRC) 
Data Sharing Policy [31] promotes the sharing of genetic 
data generated from MRC-funded research. The pol-
icy sets protocols for data access, ensuring compliance 
with privacy laws and ethical standards. It fosters cross-
institutional data sharing, clarifying responsibilities and 
conditions for data access and facilitating international 
research collaboration.

Together, these policies form a cohesive system that 
ensures responsible management of human genetic 
resources. The HTA ensures the lawful and ethical use 
of genetic material, while the UK Biobank Framework 
strengthens informed consent and governance. The 
Research Governance Framework ensures ethical and 
quality standards in data generation, and the DPA 2018 
and UK GDPR provide strong protections for genetic 
data privacy. The MRC Data Sharing Policy facili-
tates controlled sharing of data, enhancing global col-
laboration. These policies prevent the misuse of genetic 
resources and privacy breaches, creating a closed-loop 
system of “compliant collection—strict protection—con-
trolled sharing,” which enables efficient, ethical, and col-
laborative medical research.

Japan The Act on the Protection of Personal Information 
(APPI) plays a pivotal role in Japan’s regulatory frame-
work for the management of human genetic resources 
[8]. Enacted to enforce strict controls over the handling 
of personal data, including genetic information, the APPI 
mandates that explicit consent be obtained from individu-
als before their genetic data is collected, used, or shared. 
This act emphasizes the protection of individual privacy 
and requires data controllers to implement robust secu-
rity measures to safeguard genetic information against 
unauthorized access and breaches. The APPI sets high 
standards for data protection, ensuring that individuals’ 
genetic data is handled with utmost care and confiden-
tiality. Complementing the APPI are the Ethical Guide-
lines for Human Genome/Gene Analysis Research [7], 
which provide comprehensive standards for the ethical 
conduct of genetic research in Japan. These guidelines 
mandate that all genetic research undergo ethical review 
to ensure compliance with ethical standards and the pro-
tection of research participants. They require informed 
consent from all participants, emphasizing the necessity 
of transparency and understanding regarding the nature, 
purpose, and potential risks of the research. The guide-
lines also stipulate secure handling of genetic materi-
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als and data, ensuring that genetic information is used 
responsibly and ethically in research. In addition to these, 
the Ethical Guidelines for Medical and Health Research 
Involving Human Subjects provide a broader framework 
for the ethical conduct of biomedical research involving 
human participants [7]. These guidelines cover all aspects 
of medical and health research, including studies that 
involve genetic data. They mandate ethical review and 
informed consent, ensuring that all research involving 
human subjects is conducted ethically and with respect 
for participants’ rights and welfare. The guidelines also 
emphasize the importance of protecting participants’ pri-
vacy and confidentiality, particularly when handling sen-
sitive genetic information.

Middle-low-income countries: China, India, and Kenya
China China has established a comprehensive regula-
tory framework to manage and protect human genetic 
resources, combining laws and regulations that ensure the 
ethical use of genetic information and safeguard national 
security. The Biosecurity Law of the People’s Republic 
of China, enacted in 2020, includes specific provisions 
to ensure the safety of human genetic and biological 
resources [32]. It clarifies regulations related to interna-
tional cooperation and clinical trials involving China’s 
human genetic resources, emphasizing the protection 
of genetic data from unauthorized access and misuse. 
The Regulations on the Management of Human Genetic 
Resources issued in 2019 by the State Council specify the 
powers and responsibilities of regulatory authorities and 
detail the legal liabilities for violations, establishing a legal 
framework for the collection, preservation, utilization, 
and provision of human genetic resources to ensure their 
ethical use [33]. The Implementation Rules for the Regula-
tions on the Management of Human Genetic Resources, 
introduced in 2023, further standardize the management 
of human genetic resources, providing detailed proce-
dures and guidelines for compliance, enhancing the regu-
latory framework established by the 2019 regulations [34]. 

In terms of data protection, the Data Security Law of 
2021 establishes a framework for data security man-
agement, emphasizing the protection of critical data, 
including genetic information [35]. It mandates the clas-
sification and protection of data based on its impor-
tance to national security, public interests, and economic 
development, imposing stringent requirements on data 
processing activities and cross-border data transfers. 
Complementing this, the Personal Information Protec-
tion Law (PIPL), also enacted in 2021, is China’s first 
comprehensive national law dedicated to personal infor-
mation protection, including genetic data [36]. The 
PIPL sets strict guidelines for the collection, use, and 
processing of personal data, emphasizing the necessity 

of obtaining explicit consent and implementing robust 
security measures to protect sensitive information. 
By regulating cross-border data transfers and impos-
ing significant penalties for non-compliance, the PIPL 
ensures the protection of individual privacy rights. The 
combination of these laws creates a robust framework 
that ensures the ethical management and protection of 
human genetic resources in China, balancing the need 
for scientific advancement with national security and 
individual privacy.

India India’s management of human genetic resources 
is governed by legislation that emphasizes conservation, 
sustainable use, and ethical research practices. The Bio-
logical Diversity Act of 2002 aims to conserve biological 
diversity, promote sustainable use of its components, and 
ensure fair and equitable sharing of benefits arising from 
the utilization of biological resources [37]. This act estab-
lishes a regulatory framework through the National Biodi-
versity Authority (NBA), State Biodiversity Boards (SBBs), 
and local Biodiversity Management Committees (BMCs), 
overseeing access to biological resources and implement-
ing benefit-sharing arrangements. Complementing this, 
the Biological Data Storage, Access, and Sharing Policy of 
India provides a structured framework for the manage-
ment of biological data, particularly from high-through-
put technologies like DNA sequencing [38]. It establishes 
a National Biological Data Centre for standardized and 
secure data handling, promotes open data sharing to 
enhance scientific discoveries, and mandates compliance 
with national laws and international standards to pro-
tect privacy and ethical considerations. Together, these 
frameworks ensure the ethical management of genetic 
resources and the protection of personal data, support-
ing India’s commitment to responsible genetic research 
and biodiversity conservation. The Centre for Cellular 
and Molecular Biology (CCMB) plays a pivotal role in 
genomic studies and biological resource management. It 
has established ethical guidelines for cellular and molecu-
lar biology research, while also promoting genomic stud-
ies and personalized medicine.

Kenya Kenya has developed a comprehensive set of regu-
lations to protect personal data, including genetic infor-
mation, and promote the sustainable use of biological 
resources. The Data Protection Act of 2019 establishes a 
framework for managing personal data to ensure privacy 
and security [39]. It mandates data processors and con-
trollers to adhere to principles of lawful, fair, and trans-
parent data processing, emphasizing the protection of 
sensitive data, including genetic information, and requir-
ing robust security measures. The Data Protection (Gen-
eral) Regulations of 2021 provide detailed guidelines for 
implementing the Data Protection Act, covering data pro-
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cessing principles, consent and notification requirements, 
data subject rights, data security measures, and breach 
notification protocols [40]. These regulations also govern 
cross-border data transfers, ensuring adequate protection 
safeguards are in place.

In terms of biodiversity management, the National Bio-
diversity Action Plan (NBAP) serves as a comprehensive 
framework for conserving Kenya’s biodiversity, promot-
ing sustainable use of biological resources, and ensuring 
equitable benefit-sharing. The NBAP integrates biodi-
versity conservation into national development planning 
and involves multiple stakeholders, including govern-
ment agencies, private sector, research institutions, and 
local communities. It emphasizes the conservation of 
genetic resources and the sustainable use of biotech-
nology, contributing to Kenya’s commitment under the 
Convention on Biological Diversity (CBD). These poli-
cies ensure that Kenya manages and protects its genetic 
resources responsibly, balancing the advancement 
of genetic research with the protection of individual 
rights and biodiversity conservation. In this context, the 
KEMRI-Wellcome Trust Research Programme (KWTRP) 
plays a critical role in the ethical governance of genetic 
research. KWTRP has pioneered an innovative approach 
to dynamic consent, which allows participants to update 
their consent preferences in real time. This ensures that 
participants retain control over their data while enabling 
researchers to conduct cutting-edge genomic studies. 
The KWTRP framework facilitates responsible data shar-
ing by ensuring compliance with Kenya’s data protec-
tion laws, as well as international ethical standards. This 
aligns with the National Biodiversity Action Plan (NBAP) 
and the Data Protection Act, ensuring that genetic data 
is handled with the highest level of security and privacy 
protection.

Genetic resource databases
Genetic sequence databases play a crucial role in the 
systematic storage, management, and sharing of genetic 
data. These databases support scientific research and 
innovation by providing comprehensive resources for 
data access and analysis.

United States
The United States is home to a wide array of databases 
that support cutting-edge research in genomics and 
public health. dbGaP (Database of Genotypes and Phe-
notypes) [24] is a well-known resource that provides 
controlled access to genomic and phenotype data from 
various NIH-funded studies. All of Us [41] is another 
initiative that offers whole genome sequencing, EHR, 
and participant-reported data, promoting research on 
personalized medicine. TOPMed [42] (Trans-Omics for 
Precision Medicine) offers multi-omics data (including 

WGS, metabolomics, and proteomics), primarily focused 
on cardiovascular, lung, and blood disorders. In the can-
cer field, The Cancer Genome Atlas Program (TCGA) 
[43] offers multi-omics data, including WGS, transcrip-
tomics, and clinical metadata, available under open 
access for summary data and controlled access for raw 
genomic and clinical data. For tissue-specific data, the 
Genotype-Tissue Expression (GTEx) project [44], pro-
vides detailed genomic, transcriptomic, and epigenomic 
data across different tissues. Additionally, GeneBank [45] 
is a public resource that provides nucleotide sequences 
and annotated genetic information, offering open access 
for users. dbVar [46] focuses on structural variations in 
the genome, and Gene Expression Omnibus (GEO) [47] 
is a repository of gene expression datasets, both of which 
are publicly accessible. RefSeq [48] is another open-access 
resource that provides curated reference sequences 
for genomes, genes, and proteins. The Sequence Read 
Archive [49] (SRA) hosts raw sequencing data from next-
generation sequencing (NGS) studies, available through 
both controlled and open access tiers. Finally, the 1000 
Genomes Project [50] offers whole genome sequencing 
data from global populations, available for open access, 
providing critical insights into genetic diversity.

United Kingdom
The United Kingdom boasts several leading databases 
that facilitate genetic research. UK Biobank [51], one 
of the largest genomic and health databases, includes 
data from approximately 500,000 participants. It offers 
genomic, phenotypic, lifestyle, and health record infor-
mation and provides controlled access to research-
ers after ethics review. Genomics England, through its 
100,000 Genomes Project [52], offers whole genome 
sequencing data from individuals with rare diseases and 
cancer, with access governed by NHS approvals. The 
European Molecular Biology Laboratory - European Bio-
informatics Institute (EMBL-EBI) [53] is another crucial 
UK-based resource, offering genomic, proteomic, and 
bioinformatics datasets to the public.

Japan
Japan’s genomic research landscape is represented by 
several notable databases. The DNA Data Bank of Japan 
(DDBJ) [54] provides a wealth of genomic sequences, 
available to the public for scientific use. The Human 
Genetic Variation Database (HGVD) [55] offers data on 
genetic variations and SNP frequencies in the Japanese 
population, which is accessible for public research. Bio-
bank Japan (BBJ) [56] contains genomic, clinical, and 
phenotypic data from a large cohort, contributing to 
the understanding of genetic factors in disease. KEGG 
[57] (Kyoto Encyclopedia of Genes and Genomes) pro-
vides annotated biological pathways, gene and protein 
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functional information, and metabolic networks, which 
are essential for systems biology research.

China
China has a rapidly growing collection of genomic data-
bases that are central to advancing public health and 
biomedical research. The China Kadoorie Biobank 
(CKB) [58], with approximately 500,000 participants, 
provides comprehensive data on genetics, health, and 
lifestyle, facilitating research on a variety of diseases. 
ChinaMAP [59] (China Metabolic Analytics Project) 
offers genomic data from three million samples, with 
a focus on metabolic diseases. The Genome Sequence 
Archive for Humans (GSA-Human) [60] provides large-
scale genomic and transcriptomic data for human health 
research, supporting a wide range of genomic studies. 
PGG.Han [61], with data from over 137,000 Han Chi-
nese individuals, includes whole-genome sequencing, 
SNP variations, and population genetics data, offering 
valuable insights into the genetic diversity of the Han 
Chinese population. The Westlake BioBank for Chinese 
(WBBC) [62], a biobank with genomic and health data, 
focuses on the Chinese population and requires institu-
tional approval for access. Similarly, HuaBiao [63], with 
genomic data from various Chinese ethnic groups, is 
intended for both anthropological and medical research.

India
India is making significant strides in genomic research 
with several national initiatives aimed at improving 
health outcomes. The GenomeIndia Project [64] aims 
to create a genomic database from 10,000 individuals, 
representing a diverse range of Indian populations, to 
advance precision medicine and research. The Indian 
Cancer Genome Atlas (ICGA) [65] provides multi-omics 
data, including genomic, transcriptomic, and proteomic 
data, for cancer research, with a focus on the Indian 
population. IndiGenomes [66] offers mutation data for 
52 genetic diseases affecting the Indian population, and 
the Indian Genetic Disease Database [67] (IGDD) pro-
vides curated information on mutations in common 
genetic diseases, helping to improve understanding of 
inherited disorders. While some data is available publicly, 
many of these resources require controlled access for 
research purposes, with institutional approvals and ethi-
cal compliance.

Discussion
The management of human genetic resources pres-
ents challenges that span scientific research, privacy 
rights, and international law. This study has examined 
the national approaches to human genetic resource 
management in the United States, United Kingdom, 
Japan, China, India, and Kenya, highlighting the diverse 

regulatory frameworks and challenges inherent to each 
geopolitical landscape. Our findings reveal several key 
points: First, there is a need to establish systematic and 
comprehensive regulatory systems. These systems should 
be similar to those in the United States and the United 
Kingdom, where various regulations collaborate and pro-
vide checks and balances, covering all aspects of human 
genetic resource management. Second, each country 
should establish national data management centers simi-
lar to NCBI, EMBL-EBI, and DDBJ, with unified manage-
ment by the state, and adopt international data standards 
and norms. Third, there is a need to strengthen data pro-
tection during data sharing to prevent the loss of genetic 
resources. To effectively manage and safeguard human 
genetic resources, a coordinated approach that encom-
passes comprehensive legal frameworks, standardized 
data platforms, and robust data protection measures is 
essential for fostering global collaboration and advancing 
scientific discovery.

The United States, United Kingdom, Japan, China, 
India, and Kenya each have their own robust, distinct 
frameworks for managing human genetic resources, 
reflecting the unique societal values, technological capac-
ities, and legal traditions of each region. High-income 
countries like the U.S., UK, and Japan have developed 
comprehensive policies and advanced databases that 
ensure both the protection and utility of genetic data. 
For example, the U.S. has implemented laws such as 
HIPAA and GINA that protect privacy and prevent dis-
crimination while facilitating genetic data sharing under 
well-defined conditions. However, the U.S. faces specific 
challenges in balancing privacy with research facilita-
tion, especially in light of public concerns about genetic 
discrimination [68]. Despite GINA’s protections, there 
remain societal fears surrounding genetic data use, par-
ticularly with employers, insurers, and within vulnerable 
populations [69]. The challenge, therefore, lies in navigat-
ing the tension between individual privacy rights and the 
societal benefits of genomic research. Additionally, the 
fragmented legal system in the U.S., with varying state 
laws, complicates nationwide data-sharing efforts, neces-
sitating a harmonized approach to facilitate cross-state 
research and international collaborations.

In middle-low-income countries like China, India, and 
Kenya, the frameworks for managing human genetic 
resources are evolving. China has established the Regula-
tions on HGRs and their detailed implementation rules, 
but it could benefit from enacting a dedicated Human 
Genetic Resources Management Law similar to the 
United States. Such a law would significantly enhance 
the protection of human genetic resources and provide 
clearer guidelines for international collaborations. The 
societal challenge here lies in balancing national security 
concerns with the need for global scientific cooperation. 
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The increasing reliance on genetic data from Chinese 
populations for international research must be handled 
carefully, considering the country’s growing regulatory 
restrictions on data sharing. Additionally, while China’s 
technological advancements are impressive, the rapid 
pace of progress in biotechnology presents challenges 
in developing coherent and consistent legal standards 
for genetic data management. India, similarly, faces 
societal challenges regarding informed consent, public 
trust, and the equitable distribution of benefits derived 
from genetic research [70]. There is also a pressing need 
to develop more cohesive and clear legal frameworks 
to guide genetic data usage, particularly as the nation is 
poised to expand its genomics research efforts. Kenya, 
a low-income country, faces significant technological 
barriers in genomic data management, such as limited 
infrastructure for sequencing technologies and bioinfor-
matics. Moreover, public understanding of the benefits 
and risks of participating in genetic research is still devel-
oping. Societal concerns, including fears of exploitation 
and inadequate compensation for participants, also cre-
ate challenges to building trust in genetic data sharing. 
While institutions like KEMRI are making strides [71], 
Kenya must address these challenges to fully benefit from 
the genetic research opportunities presented by interna-
tional collaboration.

The potential for international collaboration and data 
sharing in the management of human genetic resources 
presents both significant opportunities and challenges, 
particularly when bridging the regulatory and cultural 
divides between high-income and middle-low-income 
countries. Opportunities arise from the complementary 
strengths of these nations: high-income countries often 
possess advanced technological infrastructure and robust 
legal frameworks, while middle-low-income countries 
contribute diverse genetic datasets that are critical for 
understanding global genetic diversity and addressing 
region-specific health challenges. For instance, collab-
orative initiatives like the Human Heredity and Health in 
Africa (H3Africa) [72] project demonstrate how equita-
ble partnerships can enhance genomic research capacity 
in low-resource settings while generating globally rel-
evant data. However, challenges are multifaceted. Regu-
latory disparities, such as differing standards for data 
privacy (e.g., GDPR in the UK vs. less stringent frame-
works in some middle-low-income countries), can hinder 
data sharing due to concerns over compliance and ethi-
cal risks [73]. Cultural contexts also play a critical role; 
for example, some communities may have strong prefer-
ences against the commercialization of genetic data or 
may require culturally sensitive approaches to informed 
consent [74]. Additionally, the lack of harmonized inter-
national data standards exacerbates issues of interop-
erability and trust [75]. To address these challenges, 

adopting international data-sharing norms—such as the 
FAIR [76] (Findable, Accessible, Interoperable, Reus-
able) principles—could provide a common framework 
for data management. Furthermore, establishing bilat-
eral or multilateral agreements that respect local regula-
tions while ensuring data security and ethical use could 
facilitate collaboration. For example, the Global Alliance 
for Genomics and Health (GA4GH) [77] has developed 
frameworks like the Data Sharing Lexicon and Consent 
Clauses to bridge regulatory gaps. Ultimately, fostering 
international collaboration requires not only technical 
and legal harmonization but also a commitment to equi-
table partnerships that prioritize the needs and values of 
all stakeholders, particularly those in middle-low-income 
countries [78]. This approach would not only enhance 
global genomic research but also ensure that the ben-
efits of genetic data sharing are distributed fairly across 
diverse populations.

The comparison between high-income and middle-
low-income countries reveals several insights. High-
income countries tend to have more comprehensive and 
integrated systems for managing genetic data, supported 
by robust legal frameworks and advanced technological 
infrastructures. These systems are often characterized 
by clear privacy protection laws, such as GINA in the 
U.S., which are balanced with the promotion of genomic 
research. However, middle-low-income countries, while 
making significant progress, often face challenges in 
establishing unified standards and ensuring compre-
hensive data protection. These countries also experi-
ence difficulties in translating technological advances 
into accessible infrastructure for data management. The 
potential for these countries lies in adopting and adapt-
ing best practices from high-income countries, including 
developing dedicated legal frameworks and enhancing 
technological capabilities for data management.

While this paper provides a comprehensive compara-
tive analysis of human genetic resource management 
across major regions, it does have some limitations. The 
countries were limited to the United States, the United 
Kingdom, Japan, China, India, and Kenya, potentially 
overlooking the diverse regulatory approaches of devel-
oping countries or regions with unique cultural and ethi-
cal views on genetic data. However, the chosen countries 
provide a comprehensive view of both high-income and 
middle-low-income nations, offering insights that can be 
generalized to other regions with similar socio-economic 
and regulatory contexts, thus maintaining a certain 
degree of external validity. Additionally, the paper could 
benefit from deeper case studies or practical examples 
that more concretely illustrate the impact of these regula-
tions on daily research and international collaborations. 
Furthermore, the rapid advancement in genomic tech-
nologies may soon outdate some discussions, as the study 
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might not fully capture the latest or emerging technolo-
gies that could significantly influence HGRs management 
practices. Addressing these areas in future research could 
enhance the robustness and relevance of the findings, 
ensuring that the policy recommendations remain appli-
cable and effective in a rapidly evolving field.

Conclusion
This scoping review highlights the significant disparities 
in the management of human genetic resources between 
high-income countries and middle-low-income coun-
tries. High-income countries have developed robust 
systems with strong legal frameworks and advanced 
technologies, balancing privacy protection with research 
facilitation. Middle-low-income countries need to adopt 
unified standards, strengthen data protection, and pro-
mote equitable data sharing. A coordinated global 
approach is essential for advancing scientific discovery 
and ensuring fair management of genetic resources.
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