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Abstract
Background The impetus for policies promoting medical data sharing in China has gained significant traction. 
Nonetheless, the present legal and ethical framework governing the research use of medical data in China, is 
characterized by a more restrictive rather than permissive approach. The proportion of Chinese medical data being 
leveraged for scientific research still has room for improvement at present, indicating a significant untapped potential 
for advancing medical knowledge and improving healthcare outcomes. Building upon this research, we aim to delve 
deeper into the challenges researchers encounter in the sharing of medical data through focus group interviews.

Methods We conducted two focus group interviews study with researchers representing diverse disciplines to 
explore their perspectives on 21 June 2021 and 28 July 2021. A total of seventeen researchers willingly participated 
in this study, representing various professional backgrounds. Similar codes were merged. Research team discussions 
were also utilized to select interviewees’ statements that were regarded as typical or representative.

Results The respondents demonstrated a strong understanding that medical data should not be disseminated 
arbitrarily, recognizing the importance of sharing data in compliance with laws. Through the interview, we found that 
although respondents stressed the importance of careful consideration regarding if and when this information can 
be responsibly released, none of the respondents raised the issue of necessitating consent from data subjects for the 
research use of medical data. This observation sharply contrasts with the stringent separate consent provisions for 
secondary data use outlined in the PIPL.

Conclusions The findings from the focus group studies shed light on researchers’ barriers and ethical challenges 
towards medical data sharing for scientific research, highlighting their deep concern for data security and cautious 
approach to sharing. The key objectives aimed at facilitating and enabling the reuse of medical data encompass 
enhancing interoperability, harmonizing data standards, improving data quality, safeguarding privacy, ensuring 
informed consent, incentivizing patients, and establishing explicit regulations pertaining to data access and 
utilization.
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Background
Medical data, compiled from diverse sources including 
research objectives, patients’ clinical information, and 
government-released public data, boasts a rich history 
of fulfilling pivotal secondary functions that have sig-
nificantly contributed to a wide array of societal benefits. 
These include, but are not limited to, population health 
monitoring, enhancements in healthcare quality, and 
groundbreaking advancements in biomedical research [1, 
2]. In the contemporary interconnected environment, the 
flow of medical data transcends national boundaries and 
research teams, encompassing information from clinical 
and population research. For example, the interconnect-
edness of medical data empowers researchers to establish 
links between diverse datasets and access the necessary 
expertise to unravel the intricate molecular foundations 
and complexities of disease etiology [3].

The impetus for policies promoting medical data shar-
ing in China has gained significant traction, driven by 
the national strategy to unlock the potential of big data 
for technological innovation, industrial growth, and 
societal benefits [4]. According to the Opinions on Fur-
ther Improving the Medical and Health Service System, 
issued in March 2023, the government has explicitly 
aligned enhanced medical data sharing with its overarch-
ing vision of promoting equity, accessibility, and quality 
in the delivery of healthcare services [5]. Nonetheless, 
the current legal and ethical framework in China, which 
oversees the utilization of medical data collected for 
non-research purposes in research endeavors, is distin-
guished by an approach that is more restrictive in nature 
than permissive [3]. The enactment of Data Security Law 
(DSL), and Personal Information Protection Law (PIPL), 
demonstrates the government’s commitment to reinforc-
ing the protection of personal information. In our previ-
ous article, we identified that specific provisions within 
these laws failed to sufficiently address the distinctive 
challenges associated with scientific research in the era of 
big data [6].

The proportion of Chinese medical data being lever-
aged for scientific research still has room for improve-
ment at present, indicating a significant untapped 
potential for advancing medical knowledge and improv-
ing healthcare outcomes. The findings from the 2021–
2022 China Hospital Informatization Survey, conducted 
by the Information Professional Committee of the Chi-
nese Hospital Association, provide valuable insights 
into the state of medical data reutilization. Notably, the 
research utilization of medical data remains relatively 
underdeveloped, with a mere 14.97% of hospitals dedi-
cating focus to this domain [7]. Additionally, research 
by Shi Jingjin and her team reveals a notable gap within 
specialized alliance data-sharing platforms. Despite 
the low utilization rate of system functionalities for 

research collaboration—only 11.76% of member institu-
tions actively engage in these activities—there is a strong 
demand for such features. Specifically, 58.82% of member 
institutions have expressed a keen interest in developing 
research-oriented capabilities [8].

Limited research has delved into the underlying rea-
sons behind the low utility rate of medical data for 
scientific research. The sole study we could uncover, 
conducted by Zhang et al. in 2022, sheds light on this 
issue. Their findings reveal that despite a notable willing-
ness, with 93.53% of respondents expressing interest in 
participating in data sharing, a majority of interviewed 
researchers reported unsuccessful experiences in this 
regard [10]. They concluded that this can be attributed 
to several key factors: challenges in obtaining adminis-
trative document support, a lack of access to database 
utilization rights with roles largely confined to data col-
lection, and growing concerns among researchers about 
data subjects’ privacy following data sharing. These con-
cerns are exacerbated by the absence of clear legal and 
ethical regulations governing the research use of medical 
data [10]. The 2021-2022 China Hospital Informatization 
Survey has highlighted a critical challenge for tertiary 
hospitals regarding medical data sharing: the shortage 
of data scientists. Among the 684 hospitals surveyed, an 
overwhelming 514 hospitals, representing 75.15% of the 
total, identified this shortage as a primary obstacle. Addi-
tionally, more than 60% of the hospitals reported having 
fewer than 10 information technology staff members [8].

Building upon the above findings, we aim to delve 
deeper into the barriers and ethical challenges of sharing 
medical data for scientific research through focus group 
interviews. This inquiry seeks to address several critical 
questions:

How has the introduction of the PIPL and the DSL 
influenced medical data sharing practices?

Why is government-collected medical data not readily 
shared with researchers?

What factors contribute to researchers ' barriers to 
share data they collect with other researchers?

Are there any values that promote medical data 
sharing?

Methods
Focus groups
Given the limited data available, we used focus group 
interviews in this exploratory study, and attempted quali-
tative analysis of the results so that we could develop 
preliminary hypotheses regarding our research ques-
tions [9]. We conducted two focus group interviews 
study with researchers representing diverse disciplines 
to explore their perspectives on 21 June 2021 and 28 July 
2021. The researchers we interviewed was comprised 
by physicians(P)and data scientists(S). The physicians 
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were from various medical specialties, including internal 
medicine, surgery, dentistry, and psychiatry. Meanwhile, 
the data scientists were from medical universities and 
research institutes, specializing in data analysis and pro-
cessing. Rather than engaging in direct data collection, 
they acquired data from physicians or fellow research-
ers, subsequently subjecting it to analysis and process-
ing (Additional file 1). The focus groups were conducted 
under the guidance of the corresponding author (YLC), 
who served as the moderator, with the first author (XJL) 
present to attend and observe the sessions. Respondents 
were encouraged to freely express their opinions, with 
the guarantee that their responses would be handled with 
utmost confidentiality and anonymity [10]. Special atten-
tion was given to ensure the inclusion of every partici-
pant, fostering a comprehensive and inclusive discussion 
environment [11, 12].

The study adheres to the rigorous reporting guidelines 
outlined in the Consolidated Criteria for Reporting Qual-
itative Studies (COREQ) [13]. By employing this robust 
methodology, we aimed to capture rich and in-depth 
insights into the ethical considerations and viewpoints of 
the participating researchers.

Respondents
Recruitment of interview respondents was conducted by 
investigators from the Institute of Science and Technol-
ogy Policy and Management Science, Chinese Academy 
of Science. We have entered into an agreement with the 
Institute of Science and Technology Policy and Manage-
ment Science, Chinese Academy of Sciences, as they pos-
sess access to the esteemed network of scientific experts 
in China’s expert database system. This partnership 
enables us to connect with authoritative experts in the 
realm of medical data sharing for interviews.

Each focus group interview, conducted in the Chinese 
language, lasted approximately 2 h. To ensure a compre-
hensive and consistent approach, we collaborated with 
the broader research team associated with this study to 
develop a semi-structured interview guide1. The guide 
consisted of open-ended questions, with references pro-
vided in the Additional file 2.

To refine the interview guide, we conducted a pilot 
interview with two colleagues to assess the effectiveness 
of the questions in stimulating reflective responses [14]. 
Based on their feedback, we made minor adjustments, 
such as converting some questions into probing inquiries 
and modifying the order of the questions for improved 
flow and coherence.

1 For more detailed information about the broader research team, please 
refer to the Acknowledgments section.

Analysis
The recorded interviews were transcribed verbatim by a 
professional transcription company. The transcripts were 
listened to in their entirety to verify the transcription. 
The authors read the transcripts several times, analyzed 
them line by line, and replaced individual statements 
with general concepts or themes, so that all the issues rel-
evant to the expectations of the respondents were identi-
fied. An inductive approach was adopted. An initial list 
of bottom-up derived codes was composed and discussed 
between the first and corresponding author after a first 
analysis of the transcripts. Additional bottom-up codes 
were added during the continuation of the analysis, stay-
ing close to the content of the answers of respondents 
[15]. Similar codes were merged. Research team dis-
cussions were also utilized to select interviewees’ state-
ments that were regarded as typical or representative. 
We repeated these processes until we reached consensus 
regarding the final presentation of the results. The results 
were translated into English by the authors, two authors 
check separately ensuring that the content remains accu-
rate and faithful to the original exchanges. Since the orig-
inal interview was conducted in Chinese, we have made 
meticulous adjustments during the translation process to 
enhance clarity and readability, while meticulously ensur-
ing that the content remains precise and loyal to the orig-
inal exchanges.

Results
The implications of PIPL and the DSL
When discussing the impact of the PIPL and the DSL, 
the respondents recognized that strict adherence to these 
legal frameworks was essential for protecting privacy and 
upholding integrity, thereby maintaining high legal and 
ethical standards throughout the research process. The 
respondents demonstrated a strong understanding that 
medical data should not be disseminated arbitrarily, rec-
ognizing the importance of sharing data in compliance 
with laws.

I believe data security comes first, followed by shar-
ing. Before sharing data, I would ensure that it com-
plies with legal requirements, understand how the 
data will be used, determine who is responsible, and 
verify any legal obligations. Data sharing should 
never be done blindly. (S1, male)

Certain respondents expressed the belief that privacy and 
security concerns could be effectively addressed as long 
as data usage and sharing adhered to legal provisions. 
For example, they proposed that if hospitals followed the 
PIPL’s provision to de-identify patient information before 
sharing, the risk of medical data leakage would be mini-
mal. Nonetheless, they underscored that achieving this 
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objective require legal safeguards as well as oversight by 
professional ethics committees.

Some respondents contended that the de-identification 
of medical data according to the law might diminish its 
scientific value and voiced concerns that, in their eager-
ness to share data, some researchers might disregard 
legal constraints.

The perceived low cost of legal infractions allows 
for the casual use of medical data2without fear of 
repercussions or penalties, such as fines. This results 
in instances where medical data is haphazardly 
employed for article writing, seemingly disconnected 
from any patient’s welfare. Additionally, the prevail-
ing belief is that patients are unlikely to pursue legal 
action against such practices due to the prohibitively 
high costs associated with litigation. (P3, female)

None of the respondents raised the importance of re-
consent from data subjects for the secondary use of data. 
This observation stands in stark contrast to the strin-
gent separate consent provisions for secondary data use 
as stipulated in the PIPL. Notably, one respondent went 
so far as to express concerns that the patient’s informed 
consent process might potentially pose future challenges 
for researchers:

Some patients will be more hypocritical. What 
have researchers done with my data, and what 
have researchers developed? Can I get feedback? 
The more patients know about what researchers 
do through the informed consent process, the more 
they will care about these things. The protection of 
rights of patients will have a lot of adverse effects on 
researchers. (P5, female)

Some respondents expressed concerns regarding the lack 
of enforceability of legal provisions on informed consent:

Although patients had signed the informed consent 
form and confidentiality agreement, I know that 
thing has no binding effect on researchers, they can 
do whatever they want. (S3, male)

Some respondents expressed concerns regarding the lack 
of enforceability of legal provisions on informed consent:

Although the academic community generally 
assumes that medical data is owned by the patient, 
there is no official regulation to enforce this. Imple-
menting such a rule could introduce challenges: 
without explicit patient consent or a compelling 

2 The medical data here refers to data collected from clinical settings.

public interest, data sharing would be limited, cre-
ating complications in how data is utilized and 
shared. (P2, female)

Concerns about data sensitivity hampers government data 
sharing for scientific research
Several respondents have expressed concerns regarding 
the constraints imposed on the opening of medical data3 
housed within government databases. These restrictions 
have resulted in researchers being unable to access these 
valuable resources, thereby impeding the realization of 
their full potential value. They believed the non-public 
nature of government data, hampers their access to reli-
able domestic databases. Based on the responses from 
the participants, the refusal to share government data 
was anticipated to yield three negative consequences: 
first, it significantly limited researchers’ capacity for med-
ical development and innovation. Just as one participant 
said:

The concept of ‘sensitivity’ often serves as a self-
imposed restraint, hindering progress and innova-
tion. In reality, we have the capability to establish 
industry standards independently, yet we frequently 
find ourselves trailing behind the United States 
and Europe. This can be attributed to an outdated 
mindset and inadequate mechanisms, resulting in a 
squandering of valuable resources. (S1, male)

Second, it improved the likelihood of researchers resort-
ing to unethical methods of acquiring or trading hospital 
data.

By making data more accessible, scientific research-
ers will be less inclined to engage in unethical data 
purchases. In the absence of reliable domestic data-
bases, purchasing data becomes the only viable 
option. (S4, female)

Third, it impacted the efficacy of government’s public 
functions, as one respondent articulated:

At the governmental level, the integration of medi-
cal data necessitates a profound understanding of 
the government’s fundamental role in fostering the 
holistic advancement of society. Consequently, the 
utilization of medical data for scientific research 
emerges as a significant and valuable contribution, 
deserving of consideration within the framework of 

3 The medical data mentioned here pertains to data gathered by governmen-
tal agencies for purposes that are not related to scientific research endeav-
ors.
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governmental evaluations and assessments. (P4, 
male)

Although certain government agencies have expressed 
their willingness to openly share medical data with 
researchers, respondents have underscored that concerns 
related to data sensitivity hinder these agencies from 
readily disclosing this information.

In order to gain a more comprehensive understanding 
of the concept of data sensitivity, participants were que-
ried for their perspectives. A respondent elucidated:

The current landscape of medical data, especially 
within the domain of big data, raises substantial 
concerns regarding sensitivity, particularly with 
respect to genetic information. The dissemination 
and disclosure of genetic information present sub-
stantial challenges to security, demanding meticu-
lous consideration of when and how this information 
should be shared (P1, male).

While medical data does not inherently constitute 
genetic information, it was believed that certain medical 
data may inadvertently disclose genetic specifics unique 
to the Chinese population. “This is due to the fact that, 
when interconnected, even scientific research data may 
present potential risks to national security” (S1, male). 
This realization has prompted respondents to adopt a 
cautious stance towards cross-border data sharing.

Some respondents expressed concerns about China’s 
limited participation in cross-border sharing of health 
and medical data. They noted the predominant influ-
ence of European and American countries in formulating 
data sharing standards, leaving a gap in the exploration 
of suitable local standards. They argued that stringent 
confidentiality measures, while intended to protect pri-
vacy and security, have also limited growth and impeded 
innovation.

Addressing the issue of sensitivity concerns surround-
ing the government’s medical data, some experts contend 
that it is imperative to engage a team of dedicated pro-
fessionals who are equipped to discern between data that 
is highly sensitive and that which poses minimal risk for 
sharing. One respondent said:

I believe that a significant number of researchers 
are either unaware of or indifferent to this issue, 
and as a result, they lack the know-how to properly 
desensitize sensitive information. In some instances, 
they unwittingly share information such as patients’ 
names, case numbers, and ID card numbers, simply 
because they do not possess the necessary technical 
skills to obscure or remove identifying information 
(P8, male).

However, they acknowledge that implementing such a 
desensitization mechanism required a sustained effort 
and could not be achieved overnight.

Researchers’ aspiration is to make a vast array of 
medical data readily available for comprehensive 
research and analysis. However, the sensitivity of a 
considerable portion of medical data presents a sig-
nificant challenge, leading to hesitancy in its release. 
In reality, it is possible that some of this data may 
not be as sensitive as was initially believed, yet the 
government has failed to give this matter the due 
attention it deserves. Consequently, a robust and 
well-defined mechanism for the responsible release 
of data has yet to be put in place, a fact that is 
highlighted by the pressing need for disease control 
data to be made openly accessible to the public. 
(S5,female)

The sharing of medical data collected by researchers must 
guarantee a fair distribution of benefits
When asked about their opinion on the major concerns 
related to sharing medical data collected by research-
ers themselves, the majority of respondents stressed the 
importance of benefit mechanisms. These may entail 
receiving financial rewards, gaining recognition through 
published articles, or being acknowledged for their valu-
able contributions to organizations.“ This is the prop-
erty of our hospital, and it is not acceptable to give it to 
you casually”, as a participant expressed, “it is crucial to 
avoid situations where one party diligently contributes 
their data, only for the other party to reap the benefits 
or publish articles without providing any recognition or 
compensation in return” (P10, male). Without a robust 
and sustainable benefit-sharing mechanism, it becomes 
increasingly difficult to foster long lasting and meaning-
ful data sharing practices.

Take blockchain, for example—it’s a popular topic, 
yet it doesn’t truly solve the challenges faced in sci-
entific research. Blockchain’s primary strength lies 
in facilitating basic data sharing, such as granting 
access to medical data. However, when it comes to 
scientific research requiring vast amounts of data, 
blockchain falls short. This is exacerbated by the fact 
that stakeholders lack sufficient motivation to col-
laborate—why would they share their resources if 
there’s no tangible incentive? While blockchain has 
the potential to allow medical data to be shared 
across hospitals, the cost and upkeep often outweigh 
the perceived benefits, leaving participants with lit-
tle reason to engage. For technologies like blockchain 
to succeed in real-world applications—particularly 
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in healthcare, where even charitable efforts require 
sustainability—the cost-benefit equation must be 
addressed. This is where many current technology 
implementations fall short.(S4).

According to several respondents, the crux of an effective 
medical data sharing mechanism lies in the implemen-
tation of a benefit-sharing system. Based on their own 
experiences, individuals are often reluctant to share their 
data without a compelling incentive structure in place. 
“The absence of a grassroots-driven interest significantly 
impedes the establishment of mutually beneficial sharing 
agreements, consequently hindering the progress of data 
sharing endeavors at more elevated operational levels. 
(P6, female).” In the absence of such mechanisms, data 
processors perceive little disadvantage in withholding 
their data, while encountering potential challenges and 
drawbacks if they choose to share.

Formal institutional data sharing contracts leading by 
trusted experts
Many respondents advocated for a shift from individual-
level data sharing to a more institution-based approach 
due to inherent compliance risks associated with sharing 
data among individual researchers. They proposed that 
medical data sharing was best facilitated between insti-
tutions, rather than relying solely on researchers. These 
respondents suggested that proactive measures, such as 
signing comprehensive cooperation agreements, could 
effectively address potential discrepancies and conflicts 
that may arise during the collaborative process.

According to one participant, academic institution 
specializing in data analysis should establish contractual 
arrangements with hospitals. This collaboration allowed 
for the exchange of expertise (“technology”) and datasets 
(“data”), solidifying the partnership through formal data 
sharing contracts.

We share all our data openly and collaboratively 
with others, adhering to rigorous contractual agree-
ments. Our agreements ensure complete transpar-
ency, with each party’s responsibilities and rights 
being clearly outlined and mutually understood. 
(P7, male)

Respondents emphasized the importance of a reputable 
and trusted “big expert” within the alliance.

This esteemed individual assumes a leadership 
position, playing a pivotal role in guiding and 
orchestrating collaborative endeavors. They further 
contribute by formulating equitable rules that gov-
ern the distribution of benefits, ensuring universal 
acceptance and commitment from all alliance mem-

bers. As a trusted expert, they serve as a recognized 
authority, offering invaluable guidance and fostering 
a culture of trust within the collaborative alliance.
(P1, male).
For specialized disease data, appointing chief phy-
sicians or renowned professors as leaders is a more 
fitting choice. These esteemed individuals bring their 
profound expertise to the alliance, thereby guaran-
teeing a depth of specialized knowledge and fostering 
a sense of trust among its members. (P11, male)

By embracing institution-based collaborations and estab-
lishing robust leadership structures within alliances, 
respondents were of the conviction that compliance 
risks could be significantly reduced, expertise could be 
harnessed efficiently, and trust could be nurtured. These 
strategic approaches not only lay a solid groundwork for 
seamless data sharing but also pave the path towards 
achieving successful and impactful biomedical research 
collaborations.

Confronting the barrier of poor data quality
According to the respondents, even if data was shared, its 
usability was not guaranteed, and establishing a compre-
hensive set of standardized data across the country was 
impractical. Respondents emphasized that amassing a 
substantial volume of data alone is inadequate; the genu-
ine value resided in the capacity to access and utilize the 
data effectively.

I have had the opportunity to participate in multi-
center collaborative epidemiological research, where 
I observed that out of all the hospitals involved, only 
one site’s data consistently met the established stan-
dards. This revelation highlighted the limitation in 
the availability of usable data despite the collabora-
tive efforts, emphasizing the formidable challenge of 
achieving standardized data sharing at a national 
scale (S1, male).

When they were asked about their views on barriers of 
data utility to achieve the greatest overall well-being and 
positive outcomes, the reason they gave were as follows:

1. Elevated Sharing Costs and Fragmented Storage 
Infrastructures: The proliferation of disparate storage 
systems poses a significant barrier to seamless data 
sharing, ultimately driving up costs.

2. Scarcity of Data Scientists and Limited Data Literacy: 
The scientific value of shared data is significantly 
diminished by a shortage of skilled data scientists 
and a general lack of data analysis techniques 
among researchers. This deficiency necessitates 
extensive guidance for researchers to comprehend 
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fundamental concepts such as data sets, scientific 
data management, and advanced analysis techniques.

3. Given the presence of data with suboptimal quality, 
there exists a tangible risk that its dissemination 
may inadvertently reveal sensitive information, 
including instances of misdiagnosis or even medical 
errors. This revelation could subsequently trigger 
heightened regulatory scrutiny from superior 
authorities, posing a significant challenge for 
institutions. Consequently, the fear of stricter 
monitoring, enhanced accountability, and potential 
legal repercussions has instilled hesitancy among 
these entities. As a result, many are reluctant to share 
their data in order to mitigate these associated risks.

Recognizing the values of rewarding patients, yet facing 
challenges
All respondents unanimously voiced their conviction that 
researchers ought to ensure the welfare of data subjects, 
embodying the cherished principle of “What is garnered 
from the people should be utilized for their benefit”. They 
said ensured a fair distribution of beneficence is quite 
important because on one hand, data sharing would 
bring privacy risk to patients, on the other, through data 
sharing, decisions based on big data became more sci-
entifically grounded and reasonable, leading to tangible 
benefits for data subjects.

Patients find themselves in a position of increased 
transparency, as their health information becomes 
accessible to society at large, insurance companies, 
and hospitals alike. Despite this exposure, hospi-
tals are well-positioned to offer enhanced services 
to patients. For instance, by conducting meticulous 
analyses of historical data pertaining to lung cancer 
patients, hospitals can improve screening processes 
during routine physical examinations. This refine-
ment will undoubtedly benefit a pivotal segment of 
the population, such as petrochemical workers, who 
are often exposed to risk factors associated with the 
development of lung cancer. (P12, male)

However, a noteworthy concern was raised by a respon-
dent pertaining to the prevailing obstacles in facilitat-
ing the seamless sharing of medical data across various 
institutions. Specifically, she underscored the intricate 
challenges inherent in even the intrahospital sharing of 
medical data, encompassing the intricate hierarchy of 
hospitals, from first-level to second-level and up to third-
level facilities.

Patients seeking medical consultation at tertiary 
hospitals often encounter a frustrating scenario 

where they are compelled to undergo redundant 
medical tests, despite having already undergone the 
same procedures at secondary hospitals. Facilitat-
ing seamless data sharing between various tiers of 
healthcare institutions holds the potential to signifi-
cantly streamline the process, saving patients valu-
able time and alleviating financial burdens. (P6, 
female)

The respondents advocated to develop a data sharing 
platform to foster patients’ trust and facilitate the expan-
sion of sharing initiatives. They believed that the shar-
ing platform instilled a sense of confidence. Researchers 
could securely upload and utilize data, knowing that 
it will be accessed by a broader community of peers. 
This expanded accessibility enhanced collaboration and 
encourages the utilization of high-quality data, ultimately 
leading to improved research outcomes.

By implementing this platform, several pivotal 
benefits are envisioned. Firstly, patients attain 
enhanced clarity concerning which researchers pos-
sess access to their data and the precise objectives of 
their research endeavors. This heightened transpar-
ency equips patients with the knowledge necessary 
to make more informed choices about data sharing, 
empowering them to actively engage in and shape 
the research process. Additionally, the platform 
facilitates the dissemination of research findings, 
enabling patients to directly observe the societal 
advantages stemming from their data contributions. 
(P7, male)

Discussion
Comprehending researchers’ perspectives on the chal-
lenges surrounding medical data sharing for scientific 
research is paramount in the ever-evolving healthcare 
landscape [16]. The insights garnered from this study 
hold immense value for researchers in developing coun-
tries, as they provide a holistic understanding of strate-
gies to cultivate an environment conducive to the ethical 
sharing of medical data for scientific endeavors. These 
findings resonate with the ethical principles outlined in 
various international guidelines and scholarly works [17].

Customizing data protection laws for scientific research 
and data subject rights
While imposing laws and regulations that govern data 
sharing is undoubtedly a vital step, it is insufficient in 
itself. It is of paramount importance that researchers are 
not only informed about these legal frameworks but also 
actively engaged in their enforcement. Upon conduct-
ing the interview, we discerned a notable disparity in 
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the respondents’ perspectives. While they unanimously 
underscored the cruciality of meticulous deliberation 
regarding the responsible disclosure of information, the 
issue of securing explicit consent from data subjects for 
the secondary utilization of their data remained unad-
dressed. This observation stands in stark contrast to the 
stringent provisions outlined in the PIPL, which mandate 
separate consent for secondary use.

Several respondents expressed concerns about the 
practical enforceability of legal frameworks governing 
informed consent, highlighting a potential gap between 
legislation and its implementation. Concerns pertain-
ing to potential data misuse, the risks associated with 
full transparency, and the specter of data breaches, par-
ticularly in the context of long-term storage, have been 
documented to influence patients’ cautious approach and 
reluctance to grant consent for data reuse in research 
endeavors [18–21]. The physicians we interviewed, who 
conduct research and collect patient data in clinical set-
tings, carry the dual responsibility of protecting patient 
privacy and advancing biomedical research. Accord-
ing to current law, informed consent from patients is 
required for the use of samples and medical data in scien-
tific research. However, challenges remain. For instance, 
many samples stored in hospitals were collected years 
ago, before comprehensive informed consent protocols 
were established. Although these samples and data could 
be valuable for research, they are not usable under the 
PIPL.

Nevertheless, research consistently indicates that the 
majority of Chinese citizens favor the secondary use of 
medical data, contingent upon its contribution to the 
broader societal welfare [22–24].Given this backdrop, we 
posit that a more flexible consent model, which avoids 
the rigidity of a “one-size-fits-all” approach, could garner 
acceptance among the Chinese population, as they aspire 
to contribute to the common good. However, it is imper-
ative that researchers adhere strictly to legal guidelines 
to ensure that data is handled responsibly and without 
abuse.

Another crucial aspect that significantly contributes 
to researchers’ barriers in sharing medical data is the 
ambiguity surrounding legal regulations pertaining to 
data ownership. China’s State Council recently released 
the “Opinions on Building a Data Infrastructure System 
to Better Leverage Data Elements” [25], a document that 
purposefully avoids delving into the matter of personal 
data ownership. During its formulation, the document 
adhered to the principle of “downplaying ownership, 
emphasizing usage rights, and concentrating on the 
circulation of data usage rights.“ [26] It refrained from 
explicitly designating data ownership to the data source. 
However, it’s important to note that data ownership 
serves a dual purpose: safeguarding personal data against 

infringement and enabling data subjects to delegate data 
management to processors that align with their objec-
tives [27].

Clarity in sensitivity: the need for government agency 
guidelines
The transformation underway in facilitating the reuse of 
open government data by third parties for public benefit, 
both in China and globally, is marked by a pivotal shift 
in policy landscapes. This necessitates a thorough exami-
nation of mechanisms to ensure data sensitivity stan-
dards and judicious decisions regarding the scope of data 
openness.

The research use of medical data is intricately tied to 
local frameworks and pathways, presenting researchers 
with a highly variable landscape. Despite the vast and 
diverse trove of medical data held by Chinese govern-
ment entities like the Health Commission and the Natu-
ral Science Foundation of China, these resources remain 
underutilized and their sharing hindered by sensitivity 
concerns. A notable gap exists in the form of standard-
ized guidelines or best practices for the provision of open 
government data, leaving researchers to navigate this ter-
rain with limited direction. Addressing these challenges 
is crucial to harnessing the full potential of open govern-
ment data for the benefit of society.

Ensuring motivated and equitable benefit distribution in 
medical data sharing
Ensuring motivated and equitable distribution of ben-
efits in medical data sharing provides an incentive for 
researchers to actively engage in data sharing activities. 
Respondents suggest that addressing this issue involves 
platform building, embracing institution-based col-
laborations and instituting leadership structures within 
alliances. Our findings align with Federer et al.‘s survey 
results, which suggest that systematic methods of data 
sharing can promote broader access to and reuse of 
research data [28].

All respondents unanimously expressed the viewpoint 
that researchers have an obligation to ensure that data 
subjects derive tangible benefits from their contributions. 
They brought to light the prevailing challenges in facili-
tating the sharing of medical data among institutions 
within the hospital hierarchy, which unfortunately tends 
to impose additional financial burdens on patients dur-
ing their treatment journey. In light of these concerns, 
the respondents passionately advocated for the estab-
lishment of a unified data-sharing platform. Such a plat-
form would not only streamline the treatment process 
for patients, making it more efficient and less stressful, 
but also foster scientific research endeavors, ultimately 
leading to rewards for the very individuals whose data 
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has been shared, thereby recognizing and valuing their 
contributions.

Medical data sharing demands adequate technical support
The recognition that research environments in numer-
ous developing regions significantly diverge from those 
in high-income areas, particularly in terms of resource 
availability, research support, and infrastructural capa-
bilities, poses a complex challenge for the integration of 
data. Although most researchers have the motivation to 
share data, respondents believe that they lack of profes-
sionals in data analysis and use, resulting in insufficient 
utilization of data and poor data quality [29–33]. These 
complexities stem from the inherent variations in treat-
ments, outcomes, study designs, analytical methods, and 
the diverse approaches employed for collecting, process-
ing, and interpreting data in the field of medicine [34].

Recognizing these differences suggests that the need for 
more nuanced solutions. This should include establishing 
a unified, cost-effective storage and sharing platform that 
integrates disparate systems, reducing both costs and 
barriers to seamless data exchange. Additionally, invest-
ing in the training and development of data scientists 
and enhancing data literacy among researchers is crucial 
to maximize the scientific value of shared data. Further-
more, implementing robust quality control measures and 
fostering a culture of transparency and accountability can 
alleviate institutional concerns, ensuring that data shared 
is of the highest quality and mitigating the risk of unin-
tended revelations or legal consequences [35, 36].

Limitations
During the focus group interviews, the term “medical 
data” was interpreted differently by individuals based on 
their respective research backgrounds. For those requir-
ing special clarification, we have provided explanation in 
footnote below the quoted interview texts. A limitation 
of our research is that it exclusively focused on research-
ers and did not include the perspectives of patients. 
While this approach was intentional to gain insights 
into the challenges researchers encounter in the shar-
ing of medical data for scientific research, it does restrict 
our understanding of the patient viewpoint. To address 
this limitation, we are currently conducting a follow-
up study to explore patient attitudes and perceptions 
regarding medical data sharing for research purposes in 
the Chinese context. While information acquired from 
focus group interviews can give rise to hypotheses about 
a specific target population, it is crucial to subject these 
hypotheses to quantitative verification through surveys 
to ensure their precision. The strength of incorporating 
focus group interviews into our study lies in their ability 
to provide profound insights into attitudes and beliefs, 

facilitated by the interaction among respondents, which 
fosters in-depth discussions on contentious subjects [37].

Conclusion
The findings from the focus group studies provide 
insights into strategies for incentivizing researchers in 
developing countries to participate in the sharing of 
medical data for scientific research. Regulatory frame-
works must navigate the complex landscape encom-
passing privacy preservation, open science, and national 
security. Encouraging data sharing necessitates recipro-
cal actions, incentives, technical support, clarity in data 
sensitivity, and effective mechanisms for sharing benefits. 
By addressing these challenges, ethical data sharing prac-
tices can be promoted, ultimately benefiting patients, 
research, and society as a whole. The discussion should 
move beyond the binary question of whether to share 
data or not and focus on the optimal ways to share data 
that minimize potential harms and uphold patients’ rea-
sonable expectations. To foster data sharing, researchers 
require reciprocal actions and incentives from their peers 
and society as a whole, highlighting the necessity of rec-
ognizing and rewarding data contributors.
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