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Background
There seems to be wide acknowledgement of the impor-
tance of trust in the context of data driven research and 
healthcare. It has been argued that building trust in this 
area can facilitate public acceptability of data sharing and 
the adoption of new technologies such as AI [1, 2]. And 
yet, what it means, and how to promote trust in this con-
text remains vague [3, 4]. In the UK, the NHS is one of 
the most trusted public institutions, and also the single 
biggest holder of health data worldwide [5]. This could 
create favourable conditions for the establishment and 
promotion of a robust data driven health research and 
innovation sector and of data driven healthcare, some-
thing that successive governments in recent years have 
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been trying to achieve [6–8]. However, in recent years, 
data sharing initiatives as developed by successive gov-
ernments and implemented through the NHS have been 
met with public distrust [9, 10]. One of the concerns 
cited is the involvement of private companies in the 
healthcare space, and worries of a potential “sell-off” of 
NHS patient data to for-profit companies for research 
and product development [11–14]. What it is about the 
sharing of NHS data with private for-profit companies in 
research and product development that is problematic 
and might be negatively affecting public trust is less clear. 
To answer this question, we first provide an account of 
public trust to help elucidate the kind of relationship it 
signifies between the public and health institutions, such 
as the NHS, and the kind of obligations and expectations 
that can be reasonably extrapolated from this relation-
ship. Then we examine whether the way in which the 
NHS is managing patient data, and the particular col-
laborations and data sharing practices developed with 
the private sector fit under this trust-based relationship 
between the public and the NHS. We argue that the 
datafication of healthcare and the broader ‘health and 
wealth’ agenda adopted by consecutive UK governments 
represent a major shift in the institutional character of 
the NHS. This shift brings into question the meaning of 
public good that the NHS is supposed to provide, and 
thus challenges public trust. We suggest that in order to 
address the problem of public trust, a substantive exami-
nation – theoretical and empirical – of the benefits but 
also, and importantly, the costs associated with this shift 
needs to take place, as well as an open public conversa-
tion to determine what values should be endorsed and 
promoted by a public institution like the NHS.

Public trust
A number of scholars have been discussing the issue 
of trust and data governance particularly in the con-
text of healthcare [3, 4, 15, 16]. These discussions have 
engaged with the philosophical and sociological litera-
ture to understand and explain the role and importance 
of trust in this context, and draw meaningful distinctions 
between related concepts such as trust, trustworthiness, 
reliance, reliability and confidence [3, 15, 16]. A proper 
analysis of these terms fall outside the scope of this paper, 
yet a short clarification of these concepts might be of use 
here. Trust denotes a relationship where one has a rea-
sonable belief in the other person’s ability and good will 
or expressed commitment to perform a certain action 
[17–20]. Reliance, and confidence – the latter, a term 
most often found in the sociological literature [21, 22] 
- confer the same reasonable expectation that an action 
will be performed, but do not entail affective elements, 
in the sense that there is no expectation of good will or 
expressed commitment [17, 20, 23]. Trustworthiness 

and reliability, on the other hand, refer to characteristics 
of the agent that is (could be) trusted or relied upon [17, 
20, 24, 25]. As O’Neil notes, when it comes to trust, the 
crucial point is to be able to discern who is trustworthy 
and who is untrustworthy in order to be sure to place 
our trust appropriately [19, 25]. However, whilst using 
accounts of interpersonal trust to make sense of trust 
between collectives is useful [26], they do not capture 
the distinct and morally relevant context that frames the 
relationship between the public and public institutions, 
namely, the democratic structure that underpins this 
trust relationship. It is this political context, we maintain, 
that creates specific conditions both for the public and 
public institutions. When technological, policy or eco-
nomic developments impact on the ways in which these 
rights and obligations are understood and practiced, the 
question arises of whether a rethinking of the relation-
ship between the public and the public institution is 
needed [27, 28]. For these reasons, and in order to tackle 
the question we set out in this paper, we turn to political 
theory for accounts of public trust and specifically to the 
work of Mark Warren.

According to Warren, the term public trust denotes the 
trust warranted to public institutions tasked with provid-
ing a public good or service [29]. The basic conditions for 
public trust are convergent interests between the public 
and the institution, and commitment to serving and pro-
moting the public good [29]. Democratic societies ought 
to be organised in a way that facilitates a clear separation 
between impartial bodies that provide public goods, and 
partial bodies, such as political branches of the govern-
ment and political institutions (e.g. elected executives), 
which do not take on such commitments. According to 
Warren, partial bodies warrant public distrust based on 
the fact that their interests, motivations and intentions 
do not correspond with those of the general public, but 
only with certain sub-groups of the general population 
(e.g. party members) [29]. In other words, an institution’s 
raison d’etre to provide public good is what warrants pub-
lic trust (even if it does not guarantee it). A commitment 
to public good can be seen as an indication of the good 
will such institutions hold towards the trustor, i.e. the 
public, and their moral motivation to validate the public’s 
dependency on them. On the other hand, public distrust 
towards partial institutions is based on the recognition 
that these institutions do not necessarily have good will 
towards the public or accept a commitment to provide a 
benefit for all (even if it could be argued that they might 
have good will towards certain subgroups that comprise 
the public, e.g. party members).

Warren maintains that a democratic society should 
welcome distrust towards partial institutions and put 
measures in place to facilitate and support it, namely, 
to institutionalise it [29]. This can happen by providing 
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citizens the means with which to check and control the 
behaviour of partial bodies, to ensure that they do not 
harm public interest, and as much as possible align their 
activities with these that promote the public good. Insti-
tutionalising distrust can take the form of independent 
governance structures that provide checks and balances, 
monitor the actions of partial bodies, and introduce 
enforceable sanctions that they are meaningful enough 
to deter wrongdoing [29]. Furthermore, providing func-
tional and appropriate forms of monitoring can prevent 
distrust from generalising and spilling over to impartial 
institutions [29]. One way of understanding the institu-
tionalisation of distrust is as a guarantor of trust to the 
democratic system as a whole. It reinforces the idea that 
democracies are organised in such a way as to benefit the 
‘demos’, rather than to benefit certain individuals or sub-
groups within society.

The trust relationship between the public and the 
NHS
The NHS is widely regarded as a public institution that 
warrants and holds public trust. Its main function is 
to provide a public good, specifically to support and 
improve people’s health and wellbeing. From its incep-
tion in 1948 by Nye Bevan, the NHS’ key characteristic 
is its moral motivation as expressed in its solidaristic 
character [28, 30]. It is founded on a set of principles and 
values, which enjoy wide public support [31], that bind 
together the communities and people that it serves and 
the staff that work for it. As its Constitution states, ‘The 
NHS belongs to the people’ [32]. The NHS was founded 
on the principle that care should be delivered on the basis 
of need rather than on ability to pay. According to Veitch, 
this forms the basis of the relationship between the Brit-
ish public and the NHS; a public service user and public 
service provider with a shared understanding of the pub-
lic good at stake [30]. In this relationship, the public has 
a moral and civic duty to fund the health service through 
taxation and use its resources prudently [32], while the 
State is obliged, through its appropriate financing and 
oversight of the healthcare service, to deliver appropri-
ate care at the point of need. It is this stated commitment 
to serve the public good of healthcare that suggests an 
alignment of values and convergence of interests between 
the involved partners.

Although the latest British Social Attitudes survey 
demonstrates the public’s commitment and faith in the 
core principles of the NHS [31], public trust in its data 
sharing practices appears somewhat problematic. Vari-
ous studies conducted across the years to gauge public 
attitudes to data sharing in healthcare and beyond have 
reported disquiet at the involvement of private compa-
nies in the healthcare space, with some voicing concerns 
about a potential “sell-off” of NHS patient data to private 

for-profit companies for research and product develop-
ment [12–14, 33–40].

As it is often pointed out, the involvement of the pri-
vate sector in the NHS is not a new phenomenon [41]. 
It can be traced back to the National Health Service and 
Community Care Act 1990, which separated the health-
care provision function of the NHS from the healthcare 
purchase function. Later, the Health and Social Care Act 
2012 further fragmented the service, inviting more pri-
vate companies into the healthcare space by introduc-
ing a tendering process for the commissioning of health 
care services under the principle of competition [30, 42]. 
More recently, the Health and Care Act 2022 represented 
a significant shift away from competition and towards 
collaboration between health providers [43, 44]. As some 
argue, whether these reforms will manage to halt the 
erosion of public services and the further involvement 
of private interests in the NHS depends on how and the 
context within which they will be implemented [43]. In 
any case, such changes can have a significant impact on 
the relationship between the public and the healthcare 
institution [30].

Similarly, since the introduction of IT medical systems 
and Electronic Health Records (EHR), questions about 
private involvement when it comes to health data access 
and sharing have increasingly come to the foreground. 
Existing surveys and research studies reveal snapshots 
of a complex picture about public attitudes towards data 
sharing; namely, while participants are generally open to 
the sharing of health data for the benefit of patients, the 
NHS and for the broader public benefit, there is consis-
tent uneasiness associated with the sharing of health data 
with private organisations and the commercial exploita-
tion of NHS data [12, 13, 33–39, 45]. As we demonstrate 
in the next section, the digitisation of the NHS and the 
broader datafication of healthcare along with the adopted 
‘health and wealth’ agenda introduce new challenges in 
the context of healthcare, further impacting on the rela-
tionship between the public and the NHS.

Digitisation and datafication of the NHS – the 
‘health and wealth’ agenda
The digitisation of the NHS started in 2002 aiming (and 
missing) to achieve a ‘paperless’ NHS by 2018 and a ‘core 
level of digitisation’ by 2024 [46]. This process coin-
cided with what Faulkner et al. call ‘the research turn’ 
in the NHS [47]. In 2003, the vision of UK’s Department 
of Trade and Industry’s Biotechnology Innovation and 
Growth Team [48], and later in 2006, the Department 
of Health’s publication Best Research for Best Health [8] 
made research a key element of the NHS, placing it at the 
centre of a national ‘health and wealth’ agenda. As the 
foreword of the latter report stated:
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The vision that this strategy describes is under-
pinned by our determination to ensure that the NHS 
contribution to health research is a centrepiece of the 
Government’s ambition to raise the level of research 
and development (R&D) to 2.5% of GDP by 2014 (8).

The digitisation of the NHS and more specifically the 
introduction of Electronic Health Records (EHRs) were 
central to this strategic vision. Moving from paper 
records to highly mobile recorded data heralded an infra-
structure and with it a new set of private partners that 
facilitated a ‘more entrepreneurial approach to data’ [47].

This entrepreneurial approach was further crystallised 
in 2012. The newly introduced pledge in the NHS Con-
stitution in 2013 for England ‘to anonymise the informa-
tion collected during the course of your treatment and 
use it to support research and improve care for others’ 
[49] was accompanied by the introduction of the Health 
and Social Care Act 2012 which established a new legal 
framework for the flow of patient information within 
the NHS [50]. While even before its introduction, there 
were special exemptions1 that facilitated (and continue 
to facilitate) the legal disclosure of patient-identifiable 
data to a third-party without consent, it was the 2012 
Act that enabled the obligatory release-upon-request of 
patient information from every health and care provider 
in England directed by the then newly formed body, NHS 
England, which is an executive non-departmental public 
body sponsored by the Department of Health and Social 
Care [51, 52]. Following the intervention of the National 
Data Guardian, this was later accompanied by a (condi-
tional) Opt Out option – which does not apply when data 
is needed for the purposes of individual care, and may 
only apply for any other purposes beyond individual care 
[53].2 Specifically, in relation to the use of health data 
beyond a patient’s individual care, the option to Opt Out 
only applies to identifiable data, and does not apply to 
anonymised data. As the NHS website states: Your choice 
[to opt out] does not apply, ‘[w]hen information that can 
identify you is removed’ [54].3 However, as it is becoming 

1  As Cheung explains, ‘Access to [identifiable] health data without consent 
is possible in England and Wales through Sect.  251 of the NHS Act 2006 
and its current regulations (usually referred to as ‘Sect. 251’). Through this 
process, the Common Law of Confidentiality is temporarily set aside for 
the specific purpose applied for, although responsibilities resulting from the 
Data Protection Act are still applicable (e.g. the obligation to be ‘lawful, fair 
and transparent’).’ [28].
2  While the option of an Opt-Out was nominally offered, Vezyridis gives 
an account of the problems, complications and emissions that rendered 
this option problematic when the care.data scheme was introduced. These 
include lack of public information on its availability and the inability to pro-
cess the high number of subsequent Opt Outs. Although a number of steps 
were taken in an attempt to address these issues, the care.data system was 
finally withdrawn [28].
3  The National Data Opt-out Operational Policy Guidance offers a more 
comprehensive explanation: ‘The opt-out does not apply when the individual 

increasingly understood, removing identifiable informa-
tion does not necessarily render data anonymous [55].4

These developments meant that information shared 
between doctors and patients in confidence was being 
transformed into usable streams of data that could be 
accessed by a range of actors for both primary and sec-
ondary uses, such as health services management and 
research, in an increasingly datafied landscape. Tra-
ditionally, when patients were enrolled in healthcare 
research, this would happen as part of specific and con-
tained research projects, and with specific and individ-
ual consent. Similarly, anonymised data have long been 
offered for research and secondary purposes without the 
option of an Opt Out [57]. Both these practices continue 
to our day. However, the advent of the Big Data era with 
its major advancements in data science [58] and the sub-
sequent datafication of healthcare [59, 60], along with the 
regulatory legal and policy changes, as briefly described 
above, have given rise to a more complex situation. As 
the next section demonstrates, the financialisation of 
healthcare complicates matters further [61, 62].

In 2013, the then UK Prime Minister David Cameron 
promised that everyone will be a research subject, by 
default [62]. Cameron’s promise was part of a broader 
vision - still persisting today - to facilitate research and 
innovation by making Britain a world leader in the life 
sciences sector and health-tech industry [6].5 The NHS 
with its longitudinal generational health data has become 
instrumental in the realisation of this vision, as consecu-
tive UK governments have been strategising for ways not 
to ‘waste’ what is now seen as a valuable asset but exploit 
it as a way of competing in the global health knowledge 
market [63]. The assetisation of NHS data, through their 
transformation into a financial resource that can par-
ticipate in a speculative economy, enables not only the 
financialisation of healthcare research and innovation 
[64] but also the further collapse of boundaries between 
research, innovation and the provision of healthcare. 
Nowadays, NHS patients, staff and the public as a whole 
are expected to support the NHS as the main healthcare 
providing institution, but also participate in ‘power[ing] 

has consented to the sharing of their data or where the data is anonymised 
in line with the Information Commissioner’s Office (ICO) Code of Practice 
on Anonymisation.’ [53].
4  Also see Meszaros for a detailed account of how the data protection 
terminology in key policy documents and guidelines in the UK contains 
inconsistencies leading to confusion between the terms anonymization/de-
identification/pseudonymisation, challenging the soundness of this regula-
tory framework [56].
5  As the Health and Social Care Act 2012 has been superseded by the Health 
and Social Care Act 2022, the political appetite to facilitate research and 
innovation through the use of NHS data remains. The new Act merges the 
NHSX and NHS Digital into NHSE/I. This move has been described as ‘a 
significant retrograde step in defending the rights of citizens with respect to 
the collection and use of their health data. And has the potential for under-
mining the relationship between clinicians and their patients’ [63].
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the UK economy’ [65] by supporting the NHS’ role as ‘a 
major investor and wealth creator in the UK’ [7] as the 
boundaries between research and direct clinical care 
become increasingly blurred [61].

The aforementioned digitisation of the NHS and asse-
tisation of NHS data coincide with the entry of new 
private commercial interests and companies in the 
healthcare space. Global consumer tech companies such 
as Google, Microsoft and Amazon, along with numer-
ous other intermediaries and start-ups that were, up until 
very recently, alien to the healthcare space, can now buy, 
have access to or be handed over NHS patient data for 
the development of for-profit tools and products [66–68] 
and for the furthering of their own commercial strategies 
[69]. Furthermore, such private companies can secure 
strategic infrastructural positions acting as health ‘data 
intermediaries’ [69] or data ‘prospectors’ [70] as they pro-
vide the proprietary bricks and mortar of ‘essential infra-
structures’ [71, 72]. As Prainsack notes, the increased 
digitisation of health and health-related activities allows 
these companies to perform a number of roles simultane-
ously, from producing devises used for patient monitor-
ing to developing the software that collects and processes 
the data, which affords them not only a much greater role 
but also increasing power in this space [72, 73].

These developments have raised concerns about the 
ways in which healthcare data are utilised and the types 
of data sharing strategies employed resulting, in recent 
years, in some costly - both in monetary but also reputa-
tional terms - policy decisions [74, 14, 39, 45]. So, in 2016, 
and with more than a million of people opting out (when 
given the chance) [75], the care.data plan was abandoned. 
After its failure, some argued that what was needed was 
greater transparency and a better information campaign 
about the benefits of sharing/using NHS patient data [76]. 
However, as others have pointed out, attempts to address 
this perceived public trust deficit by trying to inform and 
educate people on the benefits of data sharing and new 
technologies fail to take into account the underlying rea-
sons that lead to public distrust [3, 77]. So it is no sur-
prise that when in May 2021 the government attempted 
to share NHS patient data with private companies for 
research and development under the General Practice 
Data for Planning and Research (GPDPR) scheme, con-
cerns were raised once again. After more than a million 
people opted out of the scheme within a month of its 
announcement, again the government had to pause [10]. 
Although there are still plans for the GPDPR scheme 
to go ahead, it is an open question whether public trust 
will follow [14, 39, 45]. Recent concerns raised about the 
involvement of the controversial private company Palan-
tir in key NHS data operations, during and beyond the 
pandemic, indicate that this issue is not going away any 
time soon [78, 79].

Changing roles
Nye Bevan’s original vision for the NHS was of a health-
care system based on solidarity; namely, a principled 
relationship between the public, the health service and 
the State, within which certain rights but also duties and 
obligations for all parties involved emerge as a type of 
‘communal responsibility of and for each and all’ for the 
provision of the public good that is healthcare [30]. This 
solidaristic character is still reflected in the NHS Consti-
tution which outlines the rights and responsibilities of 
‘how patients, the public and staff can help the NHS work 
effectively and ensure that finite resources are used fairly’ 
[49].

In recent decades, arguments have been made to 
defend a new way the public ought to discharge its sol-
idarity-based obligation in the healthcare context and 
promote this public good, that is through (voluntary) 
participation in biomedical research, especially when 
participation is minimally risky and minimally invasive, 
such as submitting samples and data to a biobank [80–
83]. Others, though, have rejected these claims suggest-
ing that research participation can only be understood 
as an imperfect moral duty, rather than a strong moral 
obligation [84] raising justice-based concerns particularly 
in relation to who stands to benefit and whether research 
participation is the best way to promote the public good 
of healthcare or demonstrate solidarity [85–87]. Interest-
ingly, even those defending research participation as a 
moral obligation do not go as far as to suggest that such 
an obligation should be mandatory or legally enforced, 
maintaining the importance of autonomy in this con-
text [80, 82]. Yet, in the case of anonymised NHS data, 
the policy decision to make everyone a default research 
subject, in the sense that all patients’ anonymised data 
can potentially be shared, bypasses these ethical debates 
and forecloses the normative conclusion. In the monopo-
listic healthcare system that is the NHS, participation in 
the particular version of research and innovation, and in 
the broader ‘health and wealth’ agenda, becomes not just 
a moral duty, but an unavoidable civic obligation inextri-
cably tied with the public’s ability to access healthcare, 
and part of the solidarity-based relationship between the 
public and the healthcare service.

The adoption and operationalisation of the ‘health and 
wealth’ agenda in England stealthily, yet fundamentally, 
changes the role of the NHS; from a public institution 
tasked with the provision of healthcare to one tasked 
with (also) using its position as the main healthcare pro-
vider to generate a resource to promote research and 
innovation, including in the private sector. This change 
inevitably impacts on the relationship between the pub-
lic and the NHS. Nowadays, members of the public are 
not just citizens of a welfare state who support the sys-
tem through taxation and prudent use of resources, but 
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also data subjects enlisted in supporting a particular 
approach to research and innovation merely by virtue 
of seeking healthcare [63]. In this sense, the public is 
required to “pay twice” for their healthcare, once through 
taxation but also through their data. In this new relation-
ship, patients are both citizens of the welfare state (whose 
taxes are still funding the healthcare service) and also 
datafied entities whose data are the asset to be traded in 
this new economy, as the roles of citizen, patient and data 
subject merge together.

And it is not just the public that seem to have acquired 
a multiplicity of roles in this new healthcare landscape. 
The healthcare service itself is also taking on new aims 
and objectives, including stimulating economic growth 
and supporting private sector collaborations [88]. The 
expansion of the role the NHS plays as a public institu-
tion in society is neither straightforward nor uncontro-
versial. The fact that different governments even within 
the UK have chosen to adopt different strategies when 
it comes to managing health data demonstrates that co-
opting a solidarity-based public healthcare system to 
support a wealth-generating agenda is a political choice 
rather than a socio-economic inevitability [89]. This 
change unites the pursuit of universal healthcare as a 
public good with the aims of successive UK governments 
to derive wealth based on a particular neoliberal model of 
bioeconomy [43, 90]. As such, and to return to Warren’s 
analysis of public trust, it mixes an impartial public and 
trusted institution with a partial one that seeks to secure 
its political goals using the former as its means [29]. Fur-
thermore, it brings into question the NHS’ commitment 
to serving and promoting the public good of healthcare, 
as it forces it to endorse multiple aims, including the gen-
eration of wealth for the private sector. The cost, as cases 
such as the implementation of care.data demonstrate, is 
the growth of distrust resulting in the seemingly contra-
dictory situation where the public declares its trust for 
the NHS to handle its data [31], while, given the oppor-
tunity, it votes with its feet when such initiatives are 
introduced.

Next steps
So far, we have seen that the public is committed to 
healthcare as a public good and continues to support a 
national healthcare service that is dedicated at provid-
ing care to all according to need [31]. They are happy to 
support this service both with their taxes as well as with 
their data, as long as it is for the “greater public good” 
[12, 91]. At the same time, they are repeatedly objecting 
to a version of the NHS that uses patient data to promote 
economic and industrial growth including in the private 
sector. For example, a systematic review of public opin-
ions on the use of patient data for research in the UK and 
Republic of Ireland showed that the public’s support is 

widespread yet conditional upon competence in keep-
ing data secure, and free from interference of “private 
interests” [91]. In their workshops on patients’ views of 
the possible benefits from reuse of personal health data, 
Aitken et al. note that none of their participants ‘spoke of 
societal benefits in terms of economic benefit’ [92]. Fur-
thermore, earlier work has shown that regardless of their 
success in attaining targets and improving cost-efficiency, 
NHS reform programmes that threaten the legitimacy of 
the public service are met with public distrust and unease 
[93].

Following our analysis, the problem that emerges is one 
of misalignment of aims and values between the pub-
lic and the healthcare services that impacts on the trust 
relationship. By adding further economic aims into the 
function of the NHS, the commitment to health as the 
main and sole public good served by this public institu-
tion is questioned. Under the ‘health and wealth’ agenda, 
the health service is required to promote multiple goals, 
and it is this that introduces distrust into the relationship. 
Following Warren’s theory that partial institutions do not 
warrant public trust suggests that it is not possible for the 
NHS to behave like a partial institution, one that serves 
aims beyond that of promoting the public good, and still 
warrant public trust [29].

Healthcare is widely accepted as a public good and 
public healthcare institutions, such as the NHS, are 
founded on that understanding. The ‘health and wealth’ 
policy agenda adopted by successive governments in the 
past couple of decades disrupts this understanding as it 
collapses one term onto the other. The datafication of 
healthcare, as it is currently pursued in England, further 
reinforces this relationship as illustrated by the recent 
Data Saves Lives policy report which proclaims: ‘So that 
we can continue to provide the best care for the citizens 
we serve, we must safely grasp the opportunities for data-
driven innovation […] and power the UK economy’ [65].

However, recent reports in the complex and frag-
mented landscape of NHS data reveal that the ways in 
which NHS data are shared with external and private 
actors, and the extent to which any benefits that derive 
from this data then return to the NHS and the gen-
eral public, if at all, is far from straightforward [67, 68]. 
This demonstrates that, despite its rhetorical neatness, 
the formulation data = wealth = health that many policy 
reports, such as the aforementioned Data Saves Lives 
[65], appear to assume needs to be carefully examined 
and robustly demonstrated, rather than just wishfully 
proclaimed, especially if it is to convince a sceptical pub-
lic. As such an important theoretical question that needs 
to be investigated is the following; under what condi-
tions could the solidarity-based obligation to promote 
health between the public and the State be reasonably 
expected to also include the promotion of research and 
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innovation? This is a question which cannot be settled 
merely by arguing that the public has a moral obligation 
to participate in research. It needs to be demonstrated 
that this is not just an imperfect or weak obligation, but 
one that should become a mandatory civic duty, part of 
the solidarity-based relationship between the national 
health institution and the public. This would require both 
philosophical and empirical work. For example, in order 
for such an expansion of aims to be acceptable within the 
existing relationship between the public and the health 
service, one should examine whether these multiple 
goals are compatible with each other or whether they 
might lead to the corruption or corrosion of existing and 
accepted values and priorities [94]. What are the conse-
quences of taking on multiple aims for the provision of 
care on the ground and how should conflicts between 
achieving these different aims be resolved?

Furthermore, one would need to explore whether and 
to what extent these activities, as they are currently pur-
sued, serve, directly and primarily, the public good of 
healthcare. Are these activities the most effective and 
efficient ways to promote health, as opposed to other 
types of social interventions? Is research and innovation, 
as currently practiced, able to address existing and wide-
spread social, economic and political inequalities, thus 
making promoting research and innovation the preferred 
expression of civic or even global solidarity? The latter 
is particular pertinent as there are many who argue that 
tackling inequalities in the distribution of power, money 
and resources, and improving the conditions in which 
people are born, grow, live, work and age can do more to 
promote the health of the public rather than investment 
in research and in data-intensive health technologies like 
genomics and AI [85, 86, 95].

Finally, and once we have a clearer theoretical and 
empirical understanding of these issues, it would be nec-
essary for an honest and informed public debate to take 
place to ascertain whether this expansion of the aims 
served by the NHS should become part of a new social 
contact. More fundamentally, it needs to be determined 
through public dialogue, what values should be endorsed 
and promoted by a public institution like the NHS. 
Would the public be ready and willing to support the 
changing character of the NHS and adopt its new role in 
this relationship? And, most importantly, would it still be 
able to trust it?

Conclusion
This paper set out to address the question, what is it 
about sharing NHS data for research and innovation that 
challenges public trust? In order to do so, it drew from 
political theory to provide an account of public trust that 
helps better understand the relationship between the 
public and the NHS within a democratic context, as well 

as, the kind of obligations and expectations that govern 
this relationship. After examining whether the ways in 
which the NHS is managing patient data along with its 
collaboration with the private sector fit under this trust-
based relationship, it argued that the digitisation of the 
NHS and the broader ‘health and wealth’ agenda adopted 
by consecutive UK governments represent a major shift 
in the institutional character of the NHS. We demon-
strate that this shift brings into question the meaning of 
public good the NHS is expected to provide, hence chal-
lenging public trust. In conclusion, the paper argues that 
in order to address the problem of public trust the fol-
lowing are needed: (a) a theoretical and empirical exami-
nation of the benefits but also the costs associated with 
this shift, (b) an open conversation at a public level to 
determine what values a public institution like the NHS 
should promote.

Acknowledgements
The authors would like to acknowledge the support of NDPH Senior 
Fellowship for this work. The authors would also like to thank the anonymous 
reviewers for their insightful comments.

Authors’ contributions
AK conceived and prepared the first draft. XK further analysed the argument. 
AK and XK both revised, edited and approved the final manuscript.

Funding
This work is supported by an NDPH Senior Fellowship.

Data Availability
This manuscript is based on the review and analysis of relevant literature. It 
does not contain any original data.

Declarations

Ethics approval and consent to participate
Not applicable.

Consent for publication
Not applicable.

Competing interests
The authors declare that they have no competing interests.

Received: 24 March 2023 / Accepted: 13 June 2023

References
1.	 WHO. Big data and artificial intelligence for achieving universal health cover-

age: an international consultation on ethics. Geneva: World Health Organisa-
tion; 2018.

2.	 Topol E. The Topol Review: preparing the healthcare workforce to deliver the 
digital future. National Health Service; 2019.

3.	 Kerasidou CX, Kerasidou A, Buscher M, Wilkinson S. Before and beyond trust: 
reliance in medical AI. J Med Ethics. 2022;48(11):852–6.

4.	 Knowles B, Richards JT, editors. The sanction of authority: Promoting public 
trust in ai. Proceedings of the 2021 ACM Conference on Fairness, Account-
ability, and Transparency; 2021.

5.	 Ghafur S, Fontana G, Halligan J, O’Shaughnessy J, Darzi A. NHS data: maximis-
ing its impact on the health and wealth of the United Kingdom. Imperial 
College London; 2020.



Page 8 of 9Kerasidou and Kerasidou BMC Medical Ethics           (2023) 24:51 

6.	 Department of Health and Social Care. New data strategy to drive innovation 
and improve efficiency [press release]. 2022 13 June. https://www.gov.uk/
government/news/new-data-strategy-to-drive-innovation-and-improve-
efficiency. Accessed 01 June 2023.

7.	 Department of Health. Innovation Health and Wealth: Accelerating Adoption 
and Diffusion in the NHS. London, UK. 2011.

8.	 Department of Health. Best research for Best Health: A new national health 
research strategy. London, UK. 2006.

9.	 Temperton J. NHS care.data scheme closed after years of controversy. WIRED. 
2016 6 July. https://www.wired.co.uk/article/care-data-nhs-england-closed. 
Accessed 01 June 2023.

10.	 Jayanetti C. NHS data grab on hold as millions opt out. The Observer. 2021 22 
August. https://www.theguardian.com/society/2021/aug/22/nhs-data-grab-
on-hold-as-millions-opt-out. Accessed 01 June 2023

11.	 Moberly T. Should we be worried about the NHS selling patient data? BMJ. 
2020;368:m113.

12.	 Centre for Data Ethics and Innovation. Public attitudes to data and AI: Tracker 
survey (Wave 2). 2022 2 November. https://www.gov.uk/government/
publications/public-attitudes-to-data-and-ai-tracker-survey-wave-2/public-
attitudes-to-data-and-ai-tracker-survey-wave-2. Accessed 01 June 2023.

13.	 Papoutsi C, Reed JE, Marston C, Lewis R, Majeed A, Bell D. Patient and public 
views about the security and privacy of Electronic Health Records (EHRs) 
in the UK: results from a mixed methods study. BMC Med Inf Decis Mak. 
2015;15(1):86.

14.	 Ipsos Mori. The one-way mirror: public attitudes to commercial access to 
health data. London: Wellcome Trust. 2016.

15.	 Sheehan M, Friesen P, Balmer A, Cheeks C, Davidson S, Devereux J, et al. 
Trust, trustworthiness and sharing patient data for research. J Med Ethics. 
2021;47(12):e26–e.

16.	 Graham M. Data for sale: trust, confidence and sharing health data with com-
mercial companies. J Med Ethics. 2021.

17.	 Baier A. Trust and Antitrust. Ethics. 1986;96(2):231–60.
18.	 Hawley K. Trust, distrust and commitment. Noûs. 2014;48(1):1–20.
19.	 O’Neill O. Trust, trustworthiness, and accountability. In: Morris N, Vines D, 

editors. Capital failure: rebuilding Trust in Financial Services. Oxford University 
Press; 2014. p. 172–190.

20.	 Jones K. Trust as an affective attitude. Ethics. 1996;107(1):4–25.
21.	 Möllering G. The nature of Trust: from Georg Simmel to a theory of expecta-

tion, interpretation and suspension. Sociology. 2001;35(2):403–20.
22.	 Luhmann N. Familiarity, Confidence, Trust: Problems and Alternatives. In: 

Gambetta D, editor. Trust: Making and Breaking Cooperative Relations. Black-
well; 1988.

23.	 O’Neill O. Autonomy and trust in Bioethics. Cambridge: Cambridge Univ Pr; 
2002.

24.	 Wright S. Trust and trustworthiness. Philosophia. 2010;38(3):615–27.
25.	 O’Neill O. Linking Trust to Trustworthiness. Int J Philosophical Stud. 

2018;26(2):293–300.
26.	 Kerasidou A. Trustworthy institutions in Global Health Research Collabora-

tions. In: Ganguli-Mitra A, Sorbie A, McMillan C, Dove E, Postan E, Laurie 
G, et al. editors. The Cambridge Handbook of Health Research Regulation. 
Cambridge Law Handbooks. Cambridge: Cambridge University Press; 2021. 
pp. 81–9.

27.	 Lucassen A, Montgomery J, Parker M. Ethics and the social contract for 
genomics in the NHS. In: DaviesSC, Annual Report of the Chief Medical 
Officer 2016, Generation Genome. Department of Health, London.

28.	 Horn R, Kerasidou A. Sharing whilst caring: solidarity and public trust in a 
data-driven healthcare system. BMC Med Ethics. 2020;21(1):110.

29.	 Warren M. Trust and democracy. In: Uslaner EM, editor. The Oxford handbook 
of social and political trust. Oxford: Oxford University Press; 2018. pp. 75–94.

30.	 Veitch K. Obligation and the changing nature of publicly funded Healthcare. 
Med Law Rev. 2018;27(2):267–94.

31.	 Wellings DJD, Maguire D, Appleby J, Hemmings N, Morris J, Schlepper L. Pub-
lic satisfaction with the NHS and social care in 2021: results from the British 
Social Attitudes survey. The King’s Fund; 2022.

32.	 NHS. The NHS Constitution for England. 2021 https://www.gov.uk/govern-
ment/publications/the-nhs-constitution-for-england/the-nhs-constitution-
for-england. Accessed 01 June 2023.

33.	 Hill EM, Turner EL, Martin RM, Donovan JL. Let’s get the best quality research 
we can”: public awareness and acceptance of consent to use existing data 
in health research: a systematic review and qualitative study. BMC Med Res 
Methodol. 2013;13:1–10.

34.	 Wellcome Trust. Summary report of qualitative research into public attitudes 
to personal data and linking personal data. Wellcome Trust London; 2013.

35.	 Clemence M, Gilby N, Shah J, Swiecicka J, Warren D, Smith P et al. Wellcome 
Trust Monitor Wave 2: Tracking Public Views on Science. Biomedical Research 
and Science Education, London: Research, Ipsos Mori. 2013:148.

36.	 Ritchie O, Reid S, Smith L. Review of public and professional attitudes towards 
confidentiality of healthcare data: final report. General Medical Council; 2015.

37.	 Singleton P, Lea N, Tapuria A, Kalra D. Public and Professional attitudes to 
privacy of healthcare data: a survey of the literature. General Medical Council. 
2007.

38.	 Ghafur S, Van Dael J, Leis M, Darzi A, Sheikh A. Public perceptions on 
data sharing: key insights from the UK and the USA. Lancet Digit Health. 
2020;2(9):e444–e6.

39.	 Jones LA, Nelder JR, Fryer JM, Alsop PH, Geary MR, Prince M, et al. Public opin-
ion on sharing data from health services for clinical and research purposes 
without explicit consent: an anonymous online survey in the UK. BMJ Open. 
2022;12(4):e057579.

40.	 Understanding Patient Data. Public attitudes to the use of patient data 
2010–2018 and 2018–2021. https://understandingpatientdata.org.uk/how-
do-people-feel-about-use-data. Accessed 01 June 2023.

41.	 Buckingham H, Dayan M. Privatisation in the English NHS: fact of fiction? 
Nuffield Trust [Internet]. 2019 15 November. https://www.nuffieldtrust.org.uk/
news-item/privatisation-in-the-english-nhs-fact-or-fiction. Accessed 01 June.

42.	 Squires M. Is the NHS a business? British Journal of Medical Practice. 
2014;64(622):257–8.

43.	 Bayliss K. Can England's National Health System reforms overcome the 
neoliberal legacy?. Int J Health Serv. 2022;52(4):480–91.

44.	 Moberly T. Ten things you need to know about the Health and Care Bill. BMJ. 
2022;376:o361.

45.	 Chico V, Hunn A, Taylor M. Public views on sharing anonymised patient-level 
data where there is a mixed public and private benefit. NHS Health Research 
Authority, University of Sheffield School of Law. 2019.

46.	 Department of Health and Social Care. Digital transformation in the NHS. 
National Audit Office. 2020 May 15.

47.	 Faulkner-Gurstein R, Wyatt D. Platform NHS: reconfiguring a public service 
in the age of digital capitalism. Science, Technology & Human Values. 2021. 
p.1–21.

48.	 Department of Trade and Industry. Bioscience 2015: Improving National 
Health, Increasing National Wealth. Biotechnology Innovation and Growth 
Team. London, UK. 2003.

49.	 NHS. The NHS Constitution for England 2013. https://assets.publishing.
service.gov.uk/government/uploads/system/uploads/attachment_data/
file/170656/NHS_Constitution.pdf. Accessed 01 June 2023

50.	 Grace J, Taylor MJ. Disclosure of confidential patient information and the duty 
to consult: the role of the Health and Social Care Information Centre. Med 
Law Rev. 2013;21(3):415–47.

51.	 Vezyridis P, Timmons S. Dissenting from care.data: an analysis of opt-out 
forms. J Med Ethics. 2016;42(12):792–6.

52.	 Taylor M. Information governance as a force for good - Lessons to be Learnt 
from Care.Data. SCRIPTed. 2014;11:1.

53.	 NHS Digital. National Data Opt-out. 2020.  https://digital.nhs.uk/services/
national-data-opt-out/operational-policy-guidance-document. Accessed 01 
June 2023.

54.	 NHS. Your NHS Data Matters: When your choice about sharing data from your 
health records does not apply. https://www.nhs.uk/your-nhs-data-matters/
where-your-choice-does-not-apply/. Accessed 01 June 2023.

55.	 Rocher L, Hendrickx JM, de Montjoye Y-A. Estimating the success of re-iden-
tifications in incomplete datasets using generative models. Nat Commun. 
2019;10(1):3069.

56.	 Meszaros J, Ho CH. Building trust and transparency? Challenges of the opt-
out system and the secondary use of health data in England. Med Law Int. 
2019;19(2?3):159–81.

57.	 Department of Health. Confidentiality: NHS Code of Practice. 2003.
58.	 Kudyba S, Kwatinetz M. Introduction to the Big Data Era. In: Kudyba S, editor. 

Big Data, Mining, and Analytics. CRC Press. 2014. p. 1–17.
59.	 Ruckenstein M, Schüll ND. The datafication of Health. Annu Rev Anthropol. 

2017;46(1):261–78.
60.	 Sharon T, Lucivero F. Introduction to the Special Theme: The expansion of the 

health data ecosystem?Rethinking data ethics and governance. 2019;6(2): 
1–5.

61.	 Hallowell N. Research or clinical care: what’s the difference? J Med Ethics. 
2018;44:359–60.

https://www.gov.uk/government/news/new-data-strategy-to-drive-innovation-and-improve-efficiency
https://www.gov.uk/government/news/new-data-strategy-to-drive-innovation-and-improve-efficiency
https://www.gov.uk/government/news/new-data-strategy-to-drive-innovation-and-improve-efficiency
https://www.wired.co.uk/article/care-data-nhs-england-closed
https://www.theguardian.com/society/2021/aug/22/nhs-data-grab-on-hold-as-millions-opt-out
https://www.theguardian.com/society/2021/aug/22/nhs-data-grab-on-hold-as-millions-opt-out
https://www.gov.uk/government/publications/public-attitudes-to-data-and-ai-tracker-survey-wave-2/public-attitudes-to-data-and-ai-tracker-survey-wave-2
https://www.gov.uk/government/publications/public-attitudes-to-data-and-ai-tracker-survey-wave-2/public-attitudes-to-data-and-ai-tracker-survey-wave-2
https://www.gov.uk/government/publications/public-attitudes-to-data-and-ai-tracker-survey-wave-2/public-attitudes-to-data-and-ai-tracker-survey-wave-2
https://www.gov.uk/government/publications/the-nhs-constitution-for-england/the-nhs-constitution-for-england
https://www.gov.uk/government/publications/the-nhs-constitution-for-england/the-nhs-constitution-for-england
https://www.gov.uk/government/publications/the-nhs-constitution-for-england/the-nhs-constitution-for-england
https://understandingpatientdata.org.uk/how-do-people-feel-about-use-data
https://understandingpatientdata.org.uk/how-do-people-feel-about-use-data
https://www.nuffieldtrust.org.uk/news-item/privatisation-in-the-english-nhs-fact-or-fiction
https://www.nuffieldtrust.org.uk/news-item/privatisation-in-the-english-nhs-fact-or-fiction
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/170656/NHS_Constitution.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/170656/NHS_Constitution.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/170656/NHS_Constitution.pdf
https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document
https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document
https://www.nhs.uk/your-nhs-data-matters/where-your-choice-does-not-apply/
https://www.nhs.uk/your-nhs-data-matters/where-your-choice-does-not-apply/


Page 9 of 9Kerasidou and Kerasidou BMC Medical Ethics           (2023) 24:51 

62.	 BBC News. Everyone ‘to be research patient’, says David Cameron. 2011 5 
December. https://www.bbc.co.uk/news/uk-16026827. Accessed 1 June 
2023.

63.	 Wienroth M, Pearce C, McKevitt C. Research campaigns in the UK National 
Health Service: patient recruitment and questions of valuation. Sociol Health 
Illn. 2019;41(7):1444–61.

64.	 Birch K. Rethinking value in the bio-economy: Finance, assetization, and the 
management of value. Sci Technol Hum Values. 2017;42(3):460–90.

65.	 Department of Health and Social Care. Data Saves Lives: reshaping health 
and social care with data. London, UK. 2022.

66.	 Horn R, Kerasidou A. Sharing whilst caring: solidarity and public trust in a 
data-driven healthcare system. BMC Med Ethics. 2020;21:110.

67.	 Murgia M, Harlow M. NHS shares English hospital data with dozens of com-
panies. Financial Times. 2021 27 July. https://www.ft.com/content/6f9f6f1f-
e2d1-4646-b5ec-7d704e45149e.  Accessed 1 June 2023.

68.	 Goldacre B, MacKenna B. The NHS deserves better use of hospital medicines 
data. BMJ. 2020;370.

69.	 Sadowski J. Rethinking Data- blog series. 2022 1 June. https://www.
adalovelaceinstitute.org/blog/political-economy-data-intermediaries/. 
Accessed 1 June 2023.

70.	 Powles J, Hodson H. Google DeepMind and healthcare in an age of algo-
rithms. Health and technology. 2017;7(4):351–67.

71.	 Srnicek N. Platform Capitalism. John Wiley & Sons. 2017.
72.	 Sharon T. The googlization of health research: from disruptive innovation to 

disruptive ethics. Per Med. 2016;13(6):563–74.
73.	 Prainsack B. The political economy of digital data: introduction to the special 

issue. Policy Stud. 2020;41(5):439–46.
74.	 van Staa T-P, Goldacre B, Buchan I, Smeeth L. Big health data: the need to earn 

public trust. BMJ. 2016;354:i3636.
75.	 NHS Digital. Care Information Choices - April 2016.  HYPERLINK https://digital.

nhs.uk/data-and-information/publications/statistical/care-information-
choices/care-information-choices-april-2016. Accessed 1 June 2023.

76.	 Godlee F. What can we salvage from care.data? BMJ. 2016;354:i3907.
77.	 Sterckx S, Rakic V, Cockbain J, Borry P. “You hoped we would sleep walk into 

accepting the collection of our data”: controversies surrounding the UK care. 
data scheme and their wider relevance for biomedical research. Med Health 
Care Philos. 2016;19:177–90.

78.	 BBC News. Palantir: NHS faces legal action over data firm contract. 2021 24 
February. https://www.bbc.co.uk/news/technoogy-56183785. Accessed 1 
June 2023.

79.	 Ungoed-Thomas J. Controversial ?360m NHS England data platform ‘lined up’ 
for Trump backer’s firm. 2022 13 November. https://www.theguardian.com/
society/2022/nov/13/controversial-360m-nhs-england-data-platform-lined-
up-for-trump-backers-firm. Accessed 1 June 2023.

80.	 Harris J. Scientific research is a moral duty. J Med Ethics. 2005;31(4):242–8.
81.	 Rhodes R. In defense of the duty to participate in Biomedical Research. Am J 

Bioethics. 2008;8:37.
82.	 Schaefer GO, Emanuel EJ, Wertheimer A. The obligation to participate in 

biomedical research. JAMA. 2009;302(1):67–72.
83.	 Prainsack B, Buyx A. Solidarity in biomedicine and beyond. Cambridge Uni-

versity Press; 2017.
84.	 Shapshay S, Pimple KD. Participation in biomedical research is an imperfect 

moral duty: a response to John Harris. J Med Ethics. 2007;33(7):414–7.
85.	 Rennie S. Viewing research participation as a moral obligation: in whose 

interests? Hastings Cent Rep. 2011;41(2):40–7.
86.	 Neuhaus CP. Does Solidarity require “All of Us” to participate in Genomics 

Research? Hastings Cent Rep. 2020;50(S1):62–69.
87.	 de Melo-Martín I. A duty to Participate in Research: does Social Context Mat-

ter? Am J Bioeth. 2008;8(10):28–36.
88.	 NHS. The NHS Long Term Plan: Research and innovation to drive future 

outcomes improvement. 2019. 
89.	 McCartney M. Care.data: why are Scotland and Wales doing it differently? 

BMJ. 2014;348.
90.	 Viens AM. Neo-liberalism, austerity and the political determinants of health. 

Health Care Anal. 2019;27(3):147–52.
91.	 Stockdale J, Cassell J, Ford E. “Giving something back”: a systematic review 

and ethical enquiry into public views on the use of patient data for research 
in the United Kingdom and the Republic of Ireland. Wellcome Open Res. 
2018;3:6.

92.	 Aitken M, Porteous C, Creamer E, Cunningham-Burley S. Who benefits and 
how? Public expectations of public benefits from data-intensive health 
research. Big Data & Society. 2018;July–December:1–12.

93.	 Taylor-Gooby P, Wallace A. Public values and public trust: responses to welfare 
state reform in the UK. J social policy. 2009;38(3):401–19.

94.	 Walsh A. Commercialisation and the corrosion of the ideals of medical profes-
sionals. In: Therese Feiler JH, Andrew, Papanikitas, editors. Marketisation, 
Ethics and Healthcare: policy, practice and moral formation. Routledge; 2018. 
pp. 133–46.

95.	 Marmot M, Bell R. Social inequalities in health: a proper concern of epidemi-
ology. Ann Epidemiol. 2016;26(4):238–40.

Publisher’s Note
Springer Nature remains neutral with regard to jurisdictional claims in 
published maps and institutional affiliations.

https://www.bbc.co.uk/news/uk-16026827
https://www.ft.com/content/6f9f6f1f-e2d1-4646-b5ec-7d704e45149e
https://www.ft.com/content/6f9f6f1f-e2d1-4646-b5ec-7d704e45149e
https://www.adalovelaceinstitute.org/blog/political-economy-data-intermediaries/
https://www.adalovelaceinstitute.org/blog/political-economy-data-intermediaries/
https://digital.nhs.uk/data-and-information/publications/statistical/care-information-choices/care-information-choices-april-2016
https://digital.nhs.uk/data-and-information/publications/statistical/care-information-choices/care-information-choices-april-2016
https://digital.nhs.uk/data-and-information/publications/statistical/care-information-choices/care-information-choices-april-2016
https://www.bbc.co.uk/news/technoogy-56183785
https://www.theguardian.com/society/2022/nov/13/controversial-360m-nhs-england-data-platform-lined-up-for-trump-backers-firm
https://www.theguardian.com/society/2022/nov/13/controversial-360m-nhs-england-data-platform-lined-up-for-trump-backers-firm
https://www.theguardian.com/society/2022/nov/13/controversial-360m-nhs-england-data-platform-lined-up-for-trump-backers-firm

	﻿Data-driven research and healthcare: public trust, data governance and the NHS
	﻿Abstract
	﻿Background
	﻿Public trust
	﻿The trust relationship between the public and the NHS
	﻿Digitisation and datafication of the NHS – the ‘health and wealth’ agenda
	﻿Changing roles
	﻿Next steps
	﻿Conclusion
	﻿References


